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Evolution of QKD experiments
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Interferometric implementation of BB84 QKD in fiber

A

B

Alice 

prepares

Bob 

measures

basis selection: ΦB = 0, π/2

conjugate coding: 

ΦA = 0, π/2, π, 3π/2

Practical design multiplexes onto one fiber for stability:

Sub-ns APD timing resolution allows discrimination of

central (long-short + short-long) time bin for QKD

TT

T T

C. H. Bennett, Phys Rev Lett  (1992)
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1993-1996: the birth of long-distance QKD in optical fiber
InGaAs APDs

QKD over telecommunications fiber 

networks ?

• challenges: single-photon detection at 1.3 μm, 

1.55 μm
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Photon counting with ns-gated InGaAs APDs

e.g. Morgan et al. (1997)

• cooled to 140 K

• low efficiency (< 20%), high noise (50 kHz)

• high noise rate offset by sub-ns time-

resolution

Gisin et al., 1994

Franson et al., 1994

Townsend et al., 1994

Hughes et al., 1995

Gisin et al. 1996



Optical fiber quantum key distribution

•Use phase/interferometers instead of polarization/polarizers

•>2 commercial companies (IDQuantique, MagiQ)

•Only a point-to-point protocol, and no opticalelectrical
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Alice
optics side

Bob
electronics side

modular interferometers
TEC-Cooled Single-

Photon Detectors

• designed to be “network friendly”

• complicated test equipment not required

• control, data acquisition and protocol layer interfaces to “QKD package”
via USB interface

• all reconfiguration driven by software

• automated setup and tuning

• modular electronic/optical QKD package

Third Generation LANL Fiber QKD System: F3QKD
(R. J. Hughes et al., Proc SPIE 5893, 1 (2005))
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Tungsten (W) Transition Edge Sensor (TES)
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TES Simulated Absorption 

NIST

S. W. Nam

A. Lita

A. Miller

B. Calkins

T. Gerrits

K. Shalm

1000 2000 3000 4000 5000 6000 7000
0

1000

2000

3000

4000

5000

6000

Pulse Height (MCA bins)
C

o
u

n
ts

 (
a.

u
.)

n=1

n=2

n=3

n=11

n=4 n=5

n=6

n=7

n=10

n=8

n=9

Eg=1.46 eV

R

T

Rn2hn

Calorimetric detection of UV/optical/IR photons

A. E. Lita et al., Opt. Exp. 16, 3032 (2008)
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BBBSS91-security at 

=0.1 over 148 km*, a 

new record.

x50 secret bit rate  at 

122 km  with =0.1 

(previous record: 

Shields APL 2004) 

BBBSS91-secure 

transmission at =0.5 

over 185 km*, a new 

record. (Assumes no 

PNS attack)

 = 0.1

Shields 2004

 = 0.5

180

* P. Hiskett et al, New J Phys 8, 193 (2006)

Implemented BB84 protocol with a weak coherent laser source in F3 

laboratory system clocked at 1 MHz 

•CASCADE error correction

•BBBSS91 privacy amplification

Record-setting ranges and secret bit rates with TES QKD
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Creation of PNS-secure key 

over 107 km of optical fiber*, 

an increase of 80% over 

previous highest reported 

distance of 60 km 
•(see H.-K. Lo quant-ph/0601168)

*D. Rosenberg et al, Phys Rev 

Lett 98, 010503 (2007)
(see also Peng et al., and Weinfurter et al., 

same issue)

Recently developed finite statistics decoy state protocol places 

confidence levels on single-photon transmittance and enables 

PNS-secure key creation at much higher mean photon 

numbers (μ~1): J. W. Harrington et al., quant-ph/0503002

Implemented decoy state protocol using 3 signal levels in F3 

laboratory system running at 2.5 MHz
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Decoy state QKD with TES detectors

μ = [ 0.003, 0.1, 0.3]

at 100 km



10Used daily by some commercial customers

67 km

Spin-off, University of Geneva
2001

Multiplexed quantum channel 

for commercial users.

Quantum Cryptography

below Lake Geneva



QKD Goes Commercial…



Is loss a problem 

for QKD?







Bringing quantum secured key 

exchange to the consumer

Could use one-time-pad to protect the PIN

Generate one-time-pad using quantum secured key exchange

Key exchange at ATM allows user to ‘top-up’ a personal one-time-pad.

<€10

<€3000



 Fiber-based decoy state QKD over 100km

Peng et al., PRL 98, 010505 (2007)

 Fiber-based decoy state QKD over 200km       

Liu  et al., Optics Express 18, 8587 (2010)

Practical Quantum Cryptography

 Intra-city network

Chen et al., Optics Express 17, 6540 (2009)

Chen et al., Optics Express 18, 27217 (2010)
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Scalable multi-user QKD network 

- QKD clusters and small number of strong hubs 

- Most of nodes in the clusters have only 2 or 3 links 

- No isolated nodes 

Secure key can be relayed over the entire network 

only by a few hops.  
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Scalable multi-user QKD network 

Hub (key management center)

- Photon routers 

- Compact QKD systems

- APDs 

- Trusted nodes

- WDM-QKD systems

- SSPDs for long distance QKD

QKD cluster  

High cost and control complexity must be absorbed 

by small number of hubs.  



Quantum Networking
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News building of Xinhua 

News Agency
Financial Information Exchange 

of Xinhua News Agency

>20kmQuantum communication-based 

transmission network of financial 

information (Beijing, 2012)

Hefei intra-city QKD network (46 nodes, 2012)

Practical Metropolitan QKD Networks 



The University of Science and 

Technology of China (USTC) has 

created a metropolitan quantum key 

distribution (QKD) "backbone" with 50 

nodes and 90 users in Jinan, China 

(a). Battelle and idQuantique are 

working on a quantum backbone 

extending from Ohio to Washington, 

DC (with further extensions later).

ORNL  electrical grid via QKD



Entangled-Photon Quantum Cryptography

• Alice & Bob randomly measure polarization in the (HV) or the (45  -45) basis.

• Discuss via a “public channel” which bases they used, but not the results.

• Discard cases (50%) where they used different bases  uncorrelated results.

• Keep cases where they used the same basis  perfectly correlated results!

• Define H =“0” = 45, V =“1” = -45.    They now share a secret key.





144 km set-up

• locally 98% (H/V) and 96%(P/M)

• QBER 4.8 % ± 1 % (798 coinc/75s – 417 bit – 178 bit)

• Ekert 91: S = 2.508 ± 0.037





Solution #3: Decoy states



Entangled photons  automatic 

source verification





MDI-QKD – how it works













Loopholes in implementations
of quantum cryptography

Talk at QCRYPT conference, Zurich, Switzerland, September 12-16, 2011

Photo ©2010 NTNU Info / Geir Mogen

Vadim Makarov



Attack
Target

component

Tested

system

Demonstrated

eavesdr. (% key)?

Keeps full

key rate?

Time-shift detector ID Quantique no (fraction) no
Y. Zhao et al., Phys. Rev. A 78, 042333 (2008)

Phase-remapping
phase 

modulator
ID Quantique no (full inf.-th.)

yes (@ 

transm.≪1)
F. Xu, B. Qi, H.-K. Lo, New J. Phys. 12, 113026 (2010)

Faraday-mirror
Faraday 

mirror
(theory) (full inf.-th.)

yes (@ 

transm.≪1)
S.-H. Sun, M.-S. Jiang, L.-M. Liang, Phys. Rev. A 83, 062331 (2011)

Channel 

calibration
detector ID Quantique no (full inf.-th.) yes

N. Jain et al., Phys. Rev. Lett. 107, 110501 (2011)

Detector control detector
ID Quantique,

MagiQ Tech.
no (100%) yes

L. Lydersen et al., Nat. Photonics 4, 686 (2010)

Detector control detector research syst. yes (100%) yes
I. Gerhardt et al., Nat. Commun. 2, 349 (2011)

Deadtime detector research syst. yes (98.8%) no, 1/4
H. Weier et al., New J. Phys. 13, 073024 (2011)



Countermeasures (technical)

“Quick and intuitive”

patches

●Lead away from provable 

security model of QKD

●Can often be defeated by 

hacking advances

Integrate imperfection 

into security proof

● May require

deep modification of 

protocol, hardware, and 

security proof

Z. L. Yuan, J. F. Dynes, A. J. Shields, Appl. Phys. 

Lett. 98, 231104 (2011); comment: L. Lydersen,

V. Makarov, J. Skaar, arXiv:1106.3756

L. Lydersen et al., arXiv:1106.2119

Ø. Marøy et al., Phys. Rev. A 82, 032337 (2010)

L. Lydersen et al., Phys. Rev. A 83, 032306 (2011)

H.-K. Lo, M. Curty, B. Qi, arXiv:1109.1473


