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Polarization-encoded QKD: the BB84 protocol

“Conjugate coding”,   
S. Wiesner, SIGACT 

News 15(1), 78 (1983)

Reference: C. Bennett & G. Brassard  
Int. Conf. Computers, Systems 
&Signal Processing, 
Bangalore, India, 1984



Alice transmits a photon in one of four states.

Bob measures the photon in one of two bases.

Alice and Bob sift out the trials (50%) 
where they used the same basis.

BB84 Protocol

The sifted keys have “perfect” correlation.

An intrusive eavesdropper will induce errors up to 25%.

Six-state Protocol: Alice uses 3 bases (6 states).
Eavesdropper-induced BER  33%



• Eve cannot “tap” the line  photons that don’t make it to 
Bob are not part of the key

• Eve cannot “clone” the photon  forbidden by basic 
quantum mechanics

• Measurements by Eve necessarily have a chance (25-
33%) to disturb the quantum state   

 Alice and Bob can detect errors in the key!

If the bit error rate is too high, they simply discard the key. 
No message is ever compromised.

Otherwise they implement classical error correction, then 
‘privacy amplification’ to distill a secret key.

What about Eavesdropping?



QKD complete protocol 
randomization

Alice generates a 
secret random bit 

sequence

“conjugate coding”

Quantum 
transmissions from 

Alice to Bob

sifting
reveal time slots + 

bases 

reconciliation
error correction 

privacy 
amplification

extract secret bits

final, secret key

authentication
of public messages           

cryptography

Security statement
• “Eve knows NOTHING”

• deception probability << 1
• keys agree with 

overwhelming probability
• pass randomness tests

bounding 
Eve’s information

key confirmation

time-stamping



Quantum 
cryptography  

= Quantum key 
distribution

= Quantum secret 
growing
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From Sifted Bits to a Secret Key: Privacy Amplification

Raw

Sifted

Error-
corrected

Privacy-
amplified

Authenticated

see e.g. N. Lutkenhaus, Phys Rev A59, 3301 (1999)



Moral of the story: Keep BER low!
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• 32-cm free-space transmission
• “unconditionally secure … provided Eve is deaf” (G. Brassard)

The BBBSS91 experiment

C. H. Bennett et al, J. Crypto 5, 3 (1992)
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Evolution of QKD experiments

BBBSS91

free-space 
QKD

daylight

night

optical fiber 
QKD

dedicated 
(“dark”) fiber

fiber 
networks
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Evolution of QKD experiments
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daylight
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fiber 
networks



short distances

• down-town test range 500 m
• self aligning, synch on detected signals
• QBER 3.2%, 47 kbit/s sifted key
• ~20 kbit/s secure, corrected key

all night

H. Weier et al. Fortschritte der Physik (2006)
J.C. Bienfang, Optics Express 12, 2011-2016 (2004)  



Los Alamos free-space quantum cryptography

Receiver  “Bob”

From Pajarito Mtn., Los 
Alamos, NM to TA53, Los 
Alamos National Laboratory

•772-nm
•1-MHz pulse rate; ~600-Hz key rate         
•day: 45,576 secret bits; 
•night: 113,273 secret bits

Transmitter  “Alice”

Receiver “Bob”

R.J. Hughes, J.E. Nordholt, D. Derkacs,Ch.G. Peterson, 
New Journal of Physics 4, 43 (2002)



Secure key exchange over 23.4 km

new design: reliable, efficient, 
stable
<n> 0.096
loss 30 dB
bit rate 1365 s-1

QBER 2.7%   Ch. Kurtsiefer et al., Nature 419,450 (2002)



The Zugspitz experiment   23.4 km



The 144 km link

• ESA-project QIPS for
Experimental Evaluation of Quantum 
Communications in the Framework of the 
Current Needs of Space Systems



144 km between LaPalma and Tenerife
(QIPS)



sender 

• attenuated pulse   4 LD,
conical mirrors

• SPDC: Nd:Vanadate 355nm, 
250 MHz, 3W: 145000 coincidences locally (M.Lindenthal et al.)



receiver

 Optical Ground Station on 
Tenerife

 1m Ritchey-Chrétien/Coudé 
Zeiss telescope

 Polarisation Analyser on the 
optical bench in the OGS



attenuated pulses

how to avoid/detect photon number splitting attack?



What about Eve…



Current conclusions



Depending on the number of photons sent by Alice, 
there are different optimal eavesdropping strategies:
• 1 photon: intercept-measure-resend  changes |ψ>

intercept-entangle to her QC-resend 
 changes |ψ> (now ρ)

PROBLEMS?

Eavesdropping 102



Depending on the number of photons sent by Alice, 
there are different optimal eavesdropping strategies:
• 1 photon: intercept-measure-resend  changes |ψ>

intercept-entangle to her QC-resend 
 changes |ψ> (now ρ)

PROBLEM: Assumes there’s no ‘leakage’ to some other DOF.
PROBLEM: There aren’t any ideal single-photon sources yet…

•2 photon:  Eve can strip off and store one (PNS = ‘photon 
number splitting’) until she hears the classical discussion 
between Alice and Bob  how to measure her stored photon

• 3 photon:  Eve can sometimes completely determine the state 
(e.g., {H,D,A}  “H”, {H,V,D}  “D”). She can then send the 
correct state on to Bob.

Eavesdropping 102
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“Decoy-State QKD”
Eve can stay undetected if channel loss too high:
•Eve blocks all pulses that have <2 photons
•She stores one, and uses lossless teleportation to deliver the 
expected state to the receiver (and waits to hear the basis info)
•Susceptible to this attack unless  < T/2  must use dim pulses
BUT…
• Alice uses pulses with 
different  i (e.g., 0, 0.3, 0.6)
• Bob evaluates statistics 
of detected pulses
• Able to have secure QKD 
with brighter pulses 
 longer distance

W.-Y. Hwang, PRL 91, 057901 (2003).
H.-K. Lo, X. Ma, and K. Chen, PRL 94, 230504 (2005).







QKD for the Navy
Comprehensive, basic science investigation 
of free-space QKD strategies that can 
automatically adjust for optimal performance 
in the highly variable environment 
encountered over the sea deck and           
can operate at  secure rates                   
above 100 Mb/s. 

UIUC, OSU, Duke, 
Boston U., U. Arizona

Problems – ??? 



Motivation

QKD transmitters/receivers on 
drone
 much greater reconfigurability

Turbulence strength scales 
favorably with height, 
especially over long distances 
due to earth curvature.



Satellite QKD for Long-Distance 
Key Generation

•Alice and Bob generate quantum 
keys KA and KB with satellite

•satellite tells Bob which bits need 
to be flipped, so that KB = KA

•Alice and Bob use KA for encrypted 
communications

•Assumption that you trust the 
satellite. Unless you use 
entanglement, in which case the 
security can be constantly verified 

Alice Bob



Beijing

Lijiang
Ngari

DelinghaUrumqi

 Launched on 16 Aug. 2016
 High-rate QKD between satellite and ground [Nature 549, 43 (2017]
 Quantum entanglement distribution from satellite, test of quantum nonlocality

under strict Einstein's locality condition [Science 356, 1140 (2017)]
 Quantum teleportation between ground and satellite [Nature 549, 70 (2017)]

~1200km

Quantum Science Satellite “Micius”







36

Richard J. Hughes  
Physics Division, LANL
(505) 667-3876
hughes@lanl.gov

Evolution of QKD experiments

BB84

free-space 
QKD

daylight
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optical fiber 
QKD

dedicated 
(“dark”) fiber

fiber 
networks
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