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Review
• Network protocol stack
• Physical layer
• Wireless channel
The layer architecture of a network, like communication network, is as follows:
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Figure 1: Layer architecture of network.
Ideally, each layer is assumed to be isolated from other layers. It means that each layer
assumes that other layers are performing perfectly and a layer should not worry about the
other layers. This abstraction may not be 100 percent true in real applications, but helps
us to visialize how the a network works. In the following, each of the layers are described
briefly:
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1- Application layer: The application layer on top of the Figure 1 is any software
like Skype, html, FTP, Dropbox, Email, etc. The application layer adds a header to the
data that is generated by the application. For example, when a text in Gmail is being sent,
Gmail application adds a header indicating that the message is generated by Gmail. This
way, when the data is transmitted to the destination, the device knows which application is
going to receive the data. The header attached to the data bits is shown in the following
figure:

Data bits

Application header

Figure 2: The application layer adds a header to the data bits.
2- Transport layer: If a sender transmits data to a receiver, the sender should receive
an acknowledgement back in order to make sure that the data he/she has sent is not lost.
One strategy can be as shown in the following figure:
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Figure 3: The sender does not send the next packet unless he/she receives the acknowledgement that the previous one was sent successfully.
As it is clear from Figure 3, in this method, the sender does not send his/her next packet
until he/she receives the acknowledgement that his/her previous packet was sent successfully.
The problem with this method is the latency of the transmission process. For applications
like Netflix, it takes for ever that a video is sent to the destination! Instead the sender can
act like it is illustrated in the following figure:
If any of the following happens, an acknowledgement is missed: 1- Packet lost, 2- Acknowledgment lost, 3- Congestion in network. What happens if sender does not receive an
acknowledgement? Should he/she send all the next packets again or should it just send
the ones whihc were missed? There are actually protocols that answers these questions and
control how fast the sender should send packets. TCP and UDP are two of the examples
which are widely being used.
2

Sender

Receiver

Pkt1
Pkt2
Pkt3
Ack1
Ack2
Ack3
Figure 4: The sender sends packets sequentially, and there are protocols to control the speed
of sending data.
We should note that transport layer also adds another header to the data bits as depicted
in the following figure:
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Figure 5: Transport layer adds a header to the data bits.
3- Network layer: The network layer mostly takes care of the route from which the data
is going to be transmitted from source to the destination. Preferably, a route is chosen which
is shortest with the least amount of congestion. The network layer adds another header to
data which indicates the source and destination’s IPs as shown in the following figure:
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Figure 6: The network layer adds the destination and source’s IPs as a header to the data
bits.
Routers in the network decide which path the data should take based on the destination’s
IP. The structure of the network with routers and paths (communication channels) between
them are called netwrok backbone.
4- MAC layer: Mac stands for medium access control. This layer also adds a header
to the data bits. If the shared channel is wireless, we will face a hard problem because of
interference, attenuation, etc.
Physical layer: The last layer is the physical layer. In this course the most focus is on
MAC and Physical layer. The bits which are going to be sent are digital. The digital bits
are first modulated to an analog signal. The analog signal is transmitted via an antenna.
The receiver antenna receives the analog signal and demodultes it to digital bits and gives
it to the upper layer. This process is summarized in the following figure:
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Figure 7: The MAC layer adds a header to the data bits.
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Figure 8: Physical layer.
A bit stream, e.g., 01011101 can be modulated by an ON-OFF key. This way, if the
received signal has a non zero power, the receiver demodulates it as bit 1; otherwise, modulates as bit 0. The problem with this modulation is that first, the jump in the step function
(the key) requires infinit bandwidth for transmission and is not practical. Another reason this modulation is not efficient is that the mechanical ON-OFF switches are not fast
enough, and if it takes T seconds for the key to change its state, then the transmission rate
R
would be R = T1 << B, where B is the bandwidth. If we define spectral efficiency as B
bits/seconds/hz, the spectral efficiency for an ON-OFF modulation is not high!
Binary phase-shift keying (BPSK): This method has the same objections as ONOFF modulation, but it gives us intuition about other modulation methods, so we study it
briefly. In BPSK, the logic bits 0 00 and 0 10 are modulated by −1 and +1 as depicted in the
following figure:
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Figure 9: BPSK modulation.
4QAM: 4QAM is more efficient than BPSK as we send two bits per transmission. 4QAm
is depicted in the following figure:
This representation of the modulated symbols is called the constellation presentation.
The phase in the constellation points show phase shift.
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Figure 10: 4QAM modulation.
16QAM: 16QAM is depicted in the following figure:
8PSK: 8PSK is depicted in the following figure:

1.1

Wirelss channel

We face the following three problems in a wireless channel:
• Attenuation of the signal.
• Signal rotation.
• Noise is added to the signal.
These three effects of the wireless channel is depicted in the following figure:
As we predict, it is possible that the sum of the above three wireless channel effects push
the modulated +1 symbol to become close to symbol −1. If the reciever does not have any
clue how the wireless channel looks like, then it will make a mistake and demodulate the
recieved signal as −1. To avoid this, the physical layer adds a known bit stream in the
beginning of data bits, called preamble, as follows:
Therefore, the receiver can estimate how the channel looks like by watching how the
known bits changed (the signal attenuation and rotation can be estimated).
We can model the wireless channel with the following simple model:
y(t) = h × x(t) + n(t),
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Figure 11: 16QAM modulation.
where h models the signal attenuation and rotation, and n(t) is the signal. If the channel
does not change that much during the time the preamble and the data bits are sent, then
the receiver can use its estimation of the channel to demodulate the data bits. Otherwise, if
the data bits are so large that channel changes a lot during the time the data bits are being
sent, the estimation of the channel would not be valid and can cause errors. Therefore, the
data bits length should be chosen based on how fast the environment changes (it directly
depends on the application). In addition to preamble, there are sometimes pilot bits between
the data bits in order to makes the channel estimation more precise. This concept is shown
in the following figure:
Assume that we estimate the behavior of the wireless channel by getting help of the know
y(0)
, then x̂(t) = y(t)
6= x(t).
signals, and have ĥ = x(0)
ĥ
As we have noise in the system, y(t) = h × x(t) + n(t), so x̂(t) = x(t) + n(t)
. As ||ĥ||< 1,
ĥ
the noise somehow get amplified. If the noise level is low, we can still recover the signals.
However, if the channel is so much noisy, we cannot recover the signals. The
√ solution is to
increase the power of the sent signal, let’s say to P . Hence, the sedner sends P x(t) instead.
Then we have the fowlloing:
√
x̂(t) =
or we can normalize the right side by

√

P x(t) +

n(t)
ĥ

P as follows:

n(t)
x̂(t) = x(t) + √
P ĥ
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Figure 12: 8PSK modulation.
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Figure 13: Signal attenuation and rotation and the noise change the modulated signal.
As we see, the Signal to noise ratio (SNR) plays an important role in being able to
power
recover received signals. SNR is defined as Received
. The received power depends on
noise power
transmission power and the channel, while the noise’s origin is the hardware!
One may claim that we can increase the power to have a large SNR; howevver, we have
the following problems:
• Draining battery.
• Spatial reuse.
• FCC regulations.
Note that if we have a certain amount
power P for transmitting data, if we use BPSK,
√ of√
the signals to be sent are in the set {− P , P } while if we want to use 4QAM, the signals
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Figure 14: The physical layer adds preamble to the data bits in order to give the receiver
the ability to estimate the wireless channel.
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Figure 15: Pilot bits are sometimes added between the data bits to make the channel estimation more precise.
q q
q q
q
q
q
q
P
P
P
P
P
P
P
to be sent are from the set {( 2 , 2 ), (− 2 , 2 ), ( 2 , − 2 ), (− 2 , − P2 )}. As we
see, using BPSK, one bit is sent per symbol transmission of BPSK, but two symbols are sent
by sending one symbol in 4QAM. Note that the trade off of sending more bits per symbol
by using 4QAM other than BPSK is that the constellation points are closer to each other
in 4QAM, so the sent symbols are more volnurable to be affected by noise. Therefore, we
should be careful about using any of BPSK, 4QAM, 8QAM, or 16QAM. The following trade
off exists between different modulations:
↑ SNR ⇒↓ BER (bit error)
↑ SNR ⇒↑ order of modulation ⇒↑ bits/symbol ⇒↑ data rate
The way we assign the symbols to the constellation points also have a big impact on the
bit error! For example, in 4QAM, if the close constellation points are assigned to symbols
which are different in both bits, then if noise changes one symbol to another, then both bits
are gone! However, if we assign symbols with more same bits in the same position, flipping
one symbol to another does not change many of the bits in the symbol and we will have a
lower bit error. Gray codes assign symbols with small bit flips to close constellation nodes
as it is depicted in the following figure:

1.2

Error Detection

There many ways to do error detection. The simplest one is to add a parity bit at the end
of the data bits in order to keep the number of 0s to be odd. This way, if one bit flips due to
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Figure 16: Gray codes assign symbols with the small bit flips to close constellation nodes.
noise, we can figure out the occurance of error, but we cannot find out which bit was flipped.
Generally the concept of check sum is to add a few bits at the end of the data bits to check
the occurance of an error. Other than only finding the occurance of error, there are ways
to also correct the error, like FEC which stands for forward error correction which will not
be discussed in this course. An easy way of coding the data bits to be able to correct them
in case that an error happens is to repeat each bit for more than or eaul to three times.
This way, if one bit out of three repeated ones are fliped by noise, we can correct error. The
problem of this method is the redundancy and the low efficiency. The concept of code rate
evaluate the redundancy of a coding schema. For example the code rate of repeating each
bit for three times is 13 as for each bit we output three bits. We like the code rate to be close
to 1 in order not to have too much redundancy.
If you are interested you can look at convolutional codes!
Note the following trade off schema:
↓ SNR ⇒↓ modulation, ↓ code rate ⇒↓ data rate
↑ SNR ⇒↑ modulation, ↑ code rate ⇒↑ data rate
Rate aduptation will be discussed in the next class.
Shannon proved that if we have bandwidth B and signal to noise ratio equal to SNR,
then the capacity will be C = B log(1 + SN R).
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