Random Number Generation



PSEUDS —RANDS M. NUMBEe GCEJERATISN
Same.  Puncfion whem 7ueru'ca/ g/%ed a  number i (0, I)

TS ineol P\’geﬁnd
(. UN
— Many many Méng Samp shwld Lol
ﬂnkﬂ_ Cmm“lag 'Pm U[O /)

Q,g. P "ewpiacal CDF ’ t |
FlW= #sanpls <i T Foa

(o] |“‘ T
o I
INDEPENDCE

~ 7 How would Jo -’-%Jf,?

’W\&%me



PSEUDS —RANDSM.  NUMBEe CEJERATISN
(2N &)
IMPORTANT  CoNSIDERATIONS
- FAST
o PORTABLE BETWEEK cCcomPUTERS
e REPLICABLE
o CLOSELY AFPPROXKIMATE IDEAL STAT/ISTICAL
PROPERT/ES OF UNIFORMUTY AND INDEPENDENCE
o “LONG cvcLE®

RNGs  baseol on Funchen Pma@uca, a segronce o nnmbo
X° X, Xz .o - XJ‘ -- - XI‘ e = Xm,t

k ﬂ J/

rPerSGa( of Cacla

0 nc rgPh 6md)//u“ c«// g Saow\.L“

- Gven bug seguence of aS‘LL Samples
}IMQ( Juess nex’f S“”‘Wi



Common RN G <
Lineav Obhg\’a,(%ﬂlb_él Metmd /LCA/L)
Pmduou seghener. KXo, X, Xp, - 193

. [ﬂx +C) mod m Z’ZO//Z .

T 1

t

Mu "bP’iw Iwcrement modaly s
Valnss chosen for a, C, m_, and X, hare ENOEMOUS
/M'QQCf on 5‘7’71'/71757664.1 Propert’/c_r and
060//& /wgz%

Randosm. numbers are i I:O) m-1 ] ) Converted bg

X;
ST

/



Taus wortl\,e G&h @\raJLGY\

— an 0P7L/M 'n moe,é/lq__(‘

OPeYa‘k’f EVL/ Jeyh%ce/o‘P b”’“"a 6@;8[2’55
o by o b .

numbers formed ) bts €.9. ¢ 64
+o ca&f b4 b)‘?’bau&?:fazg ihtfg/ezrsg Hﬁy

b.= ¢:6,,® C b ,& - @cCrb,,

C: are binar COf%QJ&nﬂ?
z -
i< log;(‘ﬂ.,(), AND

Need_ %oaa& choices ‘PBY C,



COMBINED LINEAR CoNERVENT/AL GENTRATDE
— iechniyue, 1"0 Creaﬁ‘; /omge;v- Pej‘('iao(; 'aenezrm%r

— Use k difevet LCm
J-h" 8e\ne:m‘h~r has W\J' P(‘/me,l dJ' mu/{-;/,/,'e/r—

- X",J' [Ky )tL Oldpu.f 'P\KD'P\ 8@?\9(06’3\’J
X’;IJ' ~ M[O/ MJ-II

k J )Ct y XZ'>O
\/Z. = Z(‘l) X;/J (noﬂL WL‘ - ) RL= /M
(Ml")/m' X.L":O

Mmax:puwm 'PWRWL P (Ml—l)(mz-")”'(mk-/)

le-)

2




CRYPTOCRAPHICALLY SECURE LA G-
CRMNG-  should pass The “next bit* fesl
Given Pra 57 k bits of 4 vandon SeoLemnce
ho po/ynomia/ dinme aloarbn Can predit the next
bit w.th p«abaé/'b} of Success > So7

CRNG Should pass “ state compromise e xtenSiens "

— State of [cm s [ast numben 3enem¥¢o€
— state of Mers,enne Twister s 624
C4-bit ihffger;

IN EVENT THAT Some GR AlLL OF STATE IS COMPOMISGD,
SHeuLD BE mPsSsiBLE TO RECONSTIRUCT STREAm
O6F RANDOM NUMBERS FPR/0R TO REVILAT/ox]



Random. Number Stvreams
Seed S‘/‘arﬁhﬂ @o;ut % seguence

Xo K, Xp e X o K,

/l\

X X+ 1
Stavt heve aGnol 2,=7°:’ P.= ‘Jf 2

/

X X, ..o

-

VU CAM  vun multiple streams frow the Same

PN

mathematcal Sequence SePa‘\rEEM. bg b
Xe Xy o0 X Xy K, 7 Xapa Xar KXo, 77
' .

X-zb qu—l
X~ Xy X"I / ——-—Xb"' <o S )
R o T o

? For reaﬂa l&\rge 22;«5} L/ lrtow OLU HG&L P AD e Sfﬁ.\r‘bnd@

rFoM



TESTS FoR RANDIM. NUmBERS
Remin dev of w Stebsheal \/esﬁhg wovks ...

=7S,,5, -, s.f a ml of DATA SAMPLES , Houn
Some, (unknown) Probaé /ity Listri bufvm

We wis b v/'b /ook v s—[u'yéS?gcél( ShﬁD&rf «p%y Sorie.
hgpoi’hews 4 bout fke dafz
H usually calloed wall hypotiass
H’p, > MSwlé calleel a/&&maﬁvc hypothess

¢ CO/!S’%"IAC/'{— Some 57’7»’/“)574 wift, kﬁtown O(/Sfi'/btbﬂ\ uamg §
- AsK N Whats The probabilid of Seeing Fhis stabistic
iF By is 2rue’®



) CON FIDENCE Level slpec/'%i’es decis/on

I~ pr-obaé)/f of absew;n S-&a—éﬁﬂé‘c < K
wWE RE)ECT THE NULL HYPOTHES/S
X ‘l':apiCa/l} o, .05 Lo

LOGIC ...
IF H, is Zrue, then #here is on 1; a_
(167 6%, 17%) chance of data set S
3/19,/0%5 bp Zhat stePshe. So P/obﬁé/g, H,
IS nott +truaw”
Called |-« Confsdonce (oved
“WITH 777 Codbuce e reect Ky, |



TEST FoR STATISTICAL UNIFORmITY

One +test is “"one gqu;],e" /(o/Mogb\fO\/-’ Smirnov Test

— Compare  ewpirica| CDF wizh that of ¢pe * refbrence dictr o

1
z I L D= omex[B0)- Pl
=1 . cdF — 2
2
L e L
s
R
= !
=
o 02 L e

0 :

4 2 0 4

X
i) [fsies | sv <t}
| S|

NOTICE — (S LARGEST DEVIAT/on)



TEST FoR STATISTICAL UNIFGRMITY

USE K-S THBLE  (Lule wp) example.

n \&¢ 6.6 0.05 0.1
2 0.729 o0.942 0.77¢6
4 0.723  6.62¢ 0.5(¢
/o 0.490 5.0 5.368

Zo 0.3% 6.2 (§.24Y

n s #Samp[e.r

5o 6 .Z30 6.190 ©.170

ovee ). 63 [.3% [.2L

5o Ve T
How 4o use

| . Clhoose o For |-« Confrdenes , e.j, 757

2. Cow\ru‘éc ew]?irim[ distribuh®e Function ,
measure D

3. Fnd siafisbe thrastnlt Alnw) glvew % «
4. Reect Hy f D > dnwv)



Exam Le,
b considev 7Dami/a of A buhsns “Similar 4o U

FE)= a~+(b-a)t

N4, )
N@,bL) = agrea under curvee = minial} ‘b*al/z.o

Noi"l6¢ ‘i’lxtbt [o=2.0‘—d._/ an ’ﬂmf l,(/o,/) hag d=é=/,o



Exam Le,
b considev 7Dami/a of A buhsns “Similar 4o U

FE)= a~+(b-a)t

N4, )
N@,bL) = agrea under curvee = minial} ‘b*al/z.o

Noi"l6¢ ‘i’lxtbt [o=2.0‘—d._/ an ’ﬂmf l,(/o,/) hag d=é=/,o



CDF

1.0

KS Test at alpha = 95%, a = 0.0, b = 2.0, n = 50

0.8 -

empirical
uniform

D = 0.269583766677, reject HO

0.6

0.4

0.2

0.0

0.2

0.4

0.6

0.8

1.0



CDF

1.0

KS Test at alpha = 95%, a = 0.5, b=1.5,n =50

0.8 -

empirical
uniform
D = 0.0888514615556, do not reject HO

0.6

0.4

0.0

0.2 0.4 0.6

0.8

1.0



CDF

1.0

KS Test at alpha = 95%, a = 0.5, b = 1.5, n = 500

0.8 -

empirical
uniform

D = 0.14805203275, reject HO

0.6

0.4

0.2

0.0

0.2

0.4

0.6

0.8

1.0



CDF

1.0

KS Test at alpha = 95%,a =0.9,b=1.1, n = 500

0.8 -

empirical
uniform
D = 0.0467785666644, do not reject HO

0.6

0.4

0.0

0.2 0.4 0.6

0.8

1.0



Chi -Square test™ |
creai o equi-LensTh pach Lz,

Lo, =) [%, £) - [5+.7)
Bin each s; €4S, S,,...,S,%

Under #he assumpbin of unifsem, , bins will get- roxima
Y SG e humpbw 07£ S@MP/@;} K/ 3 qﬁg ké{

/

o Jot O, be F)e 0BSERVEDL num b of Samf/ea N
71— v
[+ +)
: OOMPWLE

-

;KL" Zn (Ot.'N/'l)z N 2S6p
° N/n

=1

. saidt hare n-1 dé’grces of Freedon

* Compare  AgAMST cohced vebeo ot ;Caz Lo
W TR0 LARGE* T=kow Fo mwoan umﬁm,ﬁ iS an ///fné



60 Chi2 Test at alpha = 95%, n = 100, bins = 10

—— Chi2 critical value, 9 degress of freedom
F observed Chi2 values

T

50
40 +

30

T

Chi2

REJECT HO
20

1
—_—
_|

10

T

0 1 1 1

0.0 0.5 1.0 1.5
a

a is parameter from distribution studied using KS test
a =1 is perfectly uniform



Chi2 Test at alpha = 95%, n = 500, bins = 10

200

Chi2 critical value, 9 degress of freedom

F observed Chi2 values

150 |

100

Chi2

50

REJECT HO

o~

0.5

1.0
a

1.5

a is parameter from distribution studied using KS test
a =1 is perfectly uniform

2.0



How can you tell whether your RNG produces independent numbers?
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