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Learning Objectives
• Or what is this course about?

• At the start of the semester, you should have

– Basic programming skills (C++, Python, etc.)

– Basic understanding of probability theory (ECE313 or equivalent)

• At the end of the semester, you should be able to

– Understand different system modeling approaches

• Combinatorial methods, state-space methods, etc.

– Understand different model analysis methods
• Analytic/numeric methods, simulation

– Understand the basics of discrete event simulation

– Design simulation experiments and analyze their results

– Gain hands-on experience with different modeling and analysis tools

ECE/CS 541: Computer System Analysis. Fall 2018.
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Announcements and Reminders
• HW1 is out

– Due on September 18, 2018 at the start of class

• Probability quiz on September 20, 2018
– First 30 minutes of class

• Project Proposals due near the first week of October
– List of possible projects and ideas on the website soon

• TA office hours: MW: 4:00 – 5:00 pm in CSL 231

ECE/CS 541: Computer System Analysis. Fall 2018.
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Objectives for this Module
• Introduce combinatorial (non state-space) methods of modeling
• Develop and formulate models of system reliability
• Introduce different reliability formalisms
• Combinatorial models for improved testing research at Internet scale

– Technique generated out of UC Santa Cruz and adopted by Netflix

ECE/CS 541: Computer System Analysis. Fall 2018.
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Lecture Outline
• Reliability formalisms

– Reliability block diagrams
– Fault trees
– Reliability graphs

• Case study
– Automating Failure Testing Research at Internet Scale

ECE/CS 541: Computer System Analysis. Fall 2018.
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Summary
A system comprises N components, where the component failure times are given by 
the random variables X1, . . . , XN.  The system fails at time S with distribution FS if:

ECE/CS 541: Computer System Analysis. Fall 2018.

Condition Distribution

All components fail

One component fails

k components fail, i.i.d

k components fail, 
general case

FS(t) = 1�
N
⇧
i=1

(1� FXi(t))
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Reliability Formalisms

ECE/CS 541: Computer System Analysis. Fall 2018.

There are several popular graphical formalisms to express system reliability.  The 
core of the solvers is the methods we have just examined.  

In particular, we will examine
• Reliability Block Diagrams
• Fault Trees
• Reliability Graphs

There is nothing particularly special about these formalisms except their popularity.  
It is easy to implement these formalisms, or design your own, in a spreadsheet, for 
example.
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Reliability Block Diagrams

ECE/CS 541: Computer System Analysis. Fall 2018.

• Blocks represent components.
• A system failure occurs if there is no path from source to sink.

Series:
System fails if any component fails.

Parallel:
System fails if all components fail.

k of N:
System fails if at least k of N
components fail.

source
C1 C2 C3

sink

source
C2

C1

C3

sink

source
C2

C1

C3
2 of 3

sink
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Example

ECE/CS 541: Computer System Analysis. Fall 2018.

A NASA satellite architecture under study is designed for high reliability.  The 
major computer system components include the CPU system, the high-speed 
network for data collection and transmission, and the low-speed network for 
engineering and control.  The satellite fails if any of the major systems fail.

There are 3 computers, and the computer system fails if 2 or more of the computers 
fail.  Failure distribution of a computer is given by FC.

There is a redundant (2) high-speed network, and the high-speed network system 
fails if both networks fail.  The distribution of a high-speed network failure is given 
by FH.

The low-speed network is arranged similarly, with a failure distribution of FL.
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RBD Example

ECE/CS 541: Computer System Analysis. Fall 2018.

source
computer

computer

computer

2 of 3

HSN

HSN

LSN

LSN

sink

FS(t) = 1�
 
1�

3X

i=2

✓
3

i

◆
FC(t)

i(1� FC(t))
3�i

!
�
1� (FH(t))2

� �
1� (FL(t))

2
�
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RBD Example

ECE/CS 541: Computer System Analysis. Fall 2018.

source
computer

computer

computer

2 of 3

HSN

HSN

LSN

LSN

sink

FS(t) = 1�

0

BBBB@
1�

k of Nz }| {
3X

i=2

✓
3

i

◆
FC(t)

i(1� FC(t))
3�i

1

CCCCA

0

@1�
maxz }| {

(FH(t))2

1

A

0

@1�
maxz }| {

(FL(t))
2

1

A

| {z }
min
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Probability all three systems survive to t
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RBD Example

ECE/CS 541: Computer System Analysis. Fall 2018.

source
computer

computer

computer

2 of 3

HSN

HSN

LSN

LSN

sink

FS(t) = 1�

0

BBBB@
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k of Nz }| {
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i=2

✓
3

i

◆
FC(t)

i(1� FC(t))
3�i

1
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0
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(FH(t))2

1

A

0
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(FL(t))
2

1

A
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Probability low speed network survives to t
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RBD Example

ECE/CS 541: Computer System Analysis. Fall 2018.

source
computer

computer

computer

2 of 3

HSN

HSN

LSN

LSN

sink

FS(t) = 1�

0

BBBB@
1�
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i=2

✓
3

i
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0
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A
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Probability both components of low speed network fail by t



Slide 14

Fault Trees

• Components are leaves in the tree, the system fails if the root is true.
• Explicit representation of system decomposition and dependency of system 

operation on subsystems
• Fault tree expresses logical conditions necessary for system failure

AND gates
true if all the components are true (fail).

OR gates
true if any of the components are true (fail).

k of N gates
true if at least k of the components are true (fail).

C1 C3C2

AND

C1 C3C2

OR

C1 C3C2

2 of 3

ECE/CS 541: Computer System Analysis. Fall 2018.
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Fault Tree Example
• Consider the NASA example again
• How would we solve this fault tree?

ECE/CS 541: Computer System Analysis. Fall 2018.

OR

C1 C3C2

2 of 3 AND

H1 H2

AND

L2L1

Use k of N formula Use max formula Use max formula

Use min formula
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Fault Trees – Further Analysis

ECE/CS 541: Computer System Analysis. Fall 2018.

OR

C1 C3C2

2 of 3 AND

H1 H2

AND

L2L1

S1 = (C1 ^ C2) _ (C1 ^ C3) _ (C2 ^ C3)
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<latexit sha1_base64="9QUosI+3jwjVCTqzI3U15avQhW0="></latexit><latexit sha1_base64="lBjmr8ErN5LJOKKSgYWvi3BVDuA="></latexit><latexit sha1_base64="lBjmr8ErN5LJOKKSgYWvi3BVDuA="></latexit><latexit sha1_base64="uhcPS/le8UI4VVWSIwCNFtW5+Yk=">AAACMHicbVDNS8MwHE38nPVr04MHL8EhzMto50EvwsCLwg4T3QdspaRpuoWlaUlSYYz9NV714l+jJ/HqX2G69eA2HwQe7/2+8vyEM6Vt+xOurW9sbm0Xdqzdvf2Dw2LpqK3iVBLaIjGPZdfHinImaEszzWk3kRRHPqcdf3Sb+Z1nKhWLxZMeJ9SN8ECwkBGsjeQVTx69S3SDKg3PQX2ORYAaXu0CIa9Ytqv2DGiVODkpgxxNrwRhP4hJGlGhCcdK9Rw70e4ES80Ip1OrnyqaYDLCA9ozVOCIKncy+8EUnRslQGEszRMazdS/HRMcKTWOfFMZYT1Uy14m/uf1Uh1euxMmklRTQeaLwpQjHaMsDhQwSYnmY0MwkczcisgQS0y0Cc1aWJMNN30xV2bMPcJBYE7WQ6ZQXmGZ0JzliFZJu1Z17KrzYJfrdh5fAZyCM1ABDrgCdXAHmqAFCJiCF/AK3uA7/IBf8HteugbznmOwAPjzC9dNpGM=</latexit>

SF = S1 _ S2 _ S3

= (C1 ^ C2) _ (C1 ^ C3) _ (C2 ^ C3) _ (H1 ^H2) _ (L1 ^ L2)
<latexit sha1_base64="TzgEttK8at2WbWrLZxFknL9afM0="></latexit><latexit sha1_base64="BSpZnnB2f3FdwIXLW2zObxN+zkA="></latexit><latexit sha1_base64="BSpZnnB2f3FdwIXLW2zObxN+zkA="></latexit><latexit sha1_base64="qMukUp8fiXcX2tF+P1jK6A8X64k="></latexit>

Disjunctive Normal Form (DNF)
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Fault Trees – Further Analysis
• Explicit representation of system decomposition and dependency of system 

operation on subsystems

• Writing the tree in DNF gives us a sum (disjunction) of products (conjunctions)
– Each product identifies sets of components, which when all of them fail, 

cause the system to fail

• We can convert any Boolean expression into its DNF

• We can further use the Boolean expressions to identify the minimum number of 
components needed for a system to fail

ECE/CS 541: Computer System Analysis. Fall 2018.

SF = (C1 ^ C2) _ (C1 ^ C3) _ (C2 ^ C3) _ (H1 ^H2) _ (L1 ^ L2)
<latexit sha1_base64="scVXgsv5oAqK8Hr0FCmoN9P3m4Q="></latexit><latexit sha1_base64="oxRLyPAMmUeDA80DvDlYfv1SlTQ="></latexit><latexit sha1_base64="oxRLyPAMmUeDA80DvDlYfv1SlTQ="></latexit><latexit sha1_base64="bzCYj2JiXypLtmzHqVWDzU4LZEU="></latexit>
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Reliability Graphs
• Reliability graphs are a more general way of representing complex interactions

– RBDs and FTs general a special kind of graphs called “series-parallel” 

graphs

• The arcs (or edges) in the graph represent components and each has a failure 

distribution

– A failure occurs if there is no path from the source to the destination

• We can represent series:

• We can represent parallel:

ECE/CS 541: Computer System Analysis. Fall 2018.

source sinkFC1 FC2

source sinkFC2

FC1

FC3
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Reliability Graphs
• Reliability graphs can also capture more complex dependencies and interactions

• For example, consider a network that fails when there is no path from the source 
to the destination

ECE/CS 541: Computer System Analysis. Fall 2018.

source
1

2

3

4
sink

A

C

B

D

E
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Solving Reliability Graphs
• How do we approach solving the reliability graph of the network?

• Brute Force:
– Enumerate all possible scenarios

– Check which ones lead to there not being a path 

– Compute probability distribution accordingly

• Use independence assumption 

• “Smarter” approach:
– Link C seems to be important to understanding

the network.

– Condition on the status of link C
– Use laws of probability

ECE/CS 541: Computer System Analysis. Fall 2018.

source
1

2

3

4
sink

A

C

B

D

E



Slide 21

Solving Reliability Graphs
• By the law of total probability

• First, let’s condition on link C being down
• The system becomes the series A – D composed in parallel with the series B – E 

• Can be solved using the standard tools we have developed so far
– Max of two min’s

ECE/CS 541: Computer System Analysis. Fall 2018.

source
1

2

3

4
sink

A

B

D

E

P (S  t | C  t) = [1� (1� FA(t)) (1� FD(t))] [1� (1� FB(t)) (1� FE(t))]
<latexit sha1_base64="DAKdrJSddlkPtikqRpVQFmLnJ04="></latexit><latexit sha1_base64="aW2Ev7aCc7otK7YwMxX2DzHJ08Y="></latexit><latexit sha1_base64="aW2Ev7aCc7otK7YwMxX2DzHJ08Y="></latexit><latexit sha1_base64="FUeSYTTmmvXal5h3xfi57AuO7rk="></latexit>

P (S  t) = P (S  t | C  t)| {z }
FS | C fails

⇥P (C  t)| {z }
FC(t)

+P (S  t | C > t)| {z }
FS | C up

⇥P (C > t)| {z }
(1�FC(t))

<latexit sha1_base64="hFzIgVWpZERCPdJ2G+X0O8t25lE="></latexit><latexit sha1_base64="hvTXBcabofM4ie3AEHKmHn/QroI="></latexit><latexit sha1_base64="hvTXBcabofM4ie3AEHKmHn/QroI="></latexit><latexit sha1_base64="89YJefYPRbbuOxATrUlR4FnuFJQ="></latexit>

Series A – D Series B – E 
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Solving Reliability Graphs
• By the law of total probability

• Second, let’s condition on link C being up
• The system becomes the series of two parallels

• Can be solved using the standard tools we have developed so far

– Min of two max’s

ECE/CS 541: Computer System Analysis. Fall 2018.

P (S  t) = P (S  t | C  t)| {z }
FS | C fails

⇥P (C  t)| {z }
FC(t)

+P (S  t | C > t)| {z }
FS | C up

⇥P (C > t)| {z }
(1�FC(t))

<latexit sha1_base64="hFzIgVWpZERCPdJ2G+X0O8t25lE="></latexit><latexit sha1_base64="hvTXBcabofM4ie3AEHKmHn/QroI="></latexit><latexit sha1_base64="hvTXBcabofM4ie3AEHKmHn/QroI="></latexit><latexit sha1_base64="89YJefYPRbbuOxATrUlR4FnuFJQ="></latexit>

source
1 2, 3 4

sink
A

B

D

E

P (S  t | C > t) = 1� (1� FA(t)FB(t)) (1� FD(t)FE(t)))
<latexit sha1_base64="eOJGszSVaviugyTnasAQi//00Gs=">AAACTnicbVFNTxsxFHwbWhrSAoFy68UCIYUD0S5CKhcQFIo4BkEAKYkWr/M2seL9wH6LFAX4g1wQt/6MXnooQtSb5VA+nmTNaGYs2+MgVdKQ6/5yShMfPk5+Kk9VPn+Znpmtzs2fmCTTApsiUYk+C7hBJWNskiSFZ6lGHgUKT4PBbu6 fXqI2MomPaZhiJ+K9WIZScLKSX8VGW2FItSNm8YLRzdXN7hatsE3msVVWeDnb93dqVt73f+TQ1rLXz3HssyKwVwR+vggU6FeX3Lo7HvaWeM9kaXshDM8BoOFX79vdRGQRxiQUN6bluSl1RlyTFAqvK+3MYMrFgPewZWnMIzSd0biOa7ZslS4LE21XTGys/r9jxCNjhlFgkxGnvnnt5eJ7XiujcKMzknGaEcaiOCjMFKOE5d2yrtQoSA0t4UJLe1cm+lxzQfYHKrYE7/WT35KTtbrn1r1D28Y6FFOGb7AINfDgO2zDATSgCQJu4Tf8hQfnzvnjPDpPRbTkPO/5Ci+mVP4Hf9mu+A==</latexit><latexit sha1_base64="t/gupnfYQxHJAw9vuJ3boqa70EU=">AAACTnicbVFJSwMxGM3UrdatLjcvQRHqwTIjgl4UdzxWtCq0Zcik37TBzGLyjVCq/kEv4s2f4cWDIpqZ8eD2QXiP915I8uLFUmi07SerMDA4NDxSHC2NjU9MTpWnZ850lCgOdR7JSF14TIMUIdRRoISLWAELPAnn3uVe6p9fg9IiCk+ xF0MrYJ1Q+IIzNJJbhlpTgo+VE2rwiuLdzd3eFi7TTerQFZp7KTt0dypGPnR3U2gq0emmmPk0D+zngYMfgRzd8qJdtbOhf4nzRRa35/xsam75sdmOeBJAiFwyrRuOHWOrzxQKLuG21Ew0xIxfsg40DA1ZALrVz+q4pUtGaVM/UmaFSDP1+44+C7TuBZ5JBgy7+reXiv95jQT9jVZfhHGCEPL8ID+RFCOadkvbQgFH2TOEcSXMXSnvMsU4mh8omRKc30/+S85Wq45ddY5NG2sknyKZJwukQhyyTrbJEamROuHknjyTV/JmPVgv1rv1kUcL1teeWfJjCsVPINOwMA==</latexit><latexit sha1_base64="t/gupnfYQxHJAw9vuJ3boqa70EU=">AAACTnicbVFJSwMxGM3UrdatLjcvQRHqwTIjgl4UdzxWtCq0Zcik37TBzGLyjVCq/kEv4s2f4cWDIpqZ8eD2QXiP915I8uLFUmi07SerMDA4NDxSHC2NjU9MTpWnZ850lCgOdR7JSF14TIMUIdRRoISLWAELPAnn3uVe6p9fg9IiCk+ xF0MrYJ1Q+IIzNJJbhlpTgo+VE2rwiuLdzd3eFi7TTerQFZp7KTt0dypGPnR3U2gq0emmmPk0D+zngYMfgRzd8qJdtbOhf4nzRRa35/xsam75sdmOeBJAiFwyrRuOHWOrzxQKLuG21Ew0xIxfsg40DA1ZALrVz+q4pUtGaVM/UmaFSDP1+44+C7TuBZ5JBgy7+reXiv95jQT9jVZfhHGCEPL8ID+RFCOadkvbQgFH2TOEcSXMXSnvMsU4mh8omRKc30/+S85Wq45ddY5NG2sknyKZJwukQhyyTrbJEamROuHknjyTV/JmPVgv1rv1kUcL1teeWfJjCsVPINOwMA==</latexit><latexit sha1_base64="n0OK90vOG2rSFTiT16k5Ce+SaLY=">AAACTnicbVFLSwMxGMzWV62vqkcvwSLUg2VXBL0ovvFY0arQliWbftuGZh8m3wql6h/0It78GV48KKLZbg++PggzzExIMvFiKTTa9rOVGxkdG5/ITxampmdm54rzCxc6ShSHGo9kpK48pkGKEGooUMJVrIAFnoRLr3uQ+pc3oLSIwnP sxdAMWDsUvuAMjeQWodqQ4GP5jBq8pnh/e3+wg6t0mzp0jWZeyo7dvbKRj939FBpKtDspDnyaBQ6zwNGPQIZusWRX7MHQv8QZkhIZTtUtPjVaEU8CCJFLpnXdsWNs9plCwSXcFRqJhpjxLmtD3dCQBaCb/UEdd3TFKC3qR8qsEOlA/b6jzwKte4FnkgHDjv7tpeJ/Xj1Bf6vZF2GcIIQ8O8hPJMWIpt3SllDAUfYMYVwJc1fKO0wxjuYHCqYE5/eT/5KL9YpjV5xTu7S7MawjT5bIMikTh2ySXXJCqqRGOHkgL+SNvFuP1qv1YX1m0Zw13LNIfkwu/wV5Ta14</latexit>

Parallel  A – B Parallel  D – E 
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Conditioning Fault Trees
• In more general cases, fault trees can be used to represent systems where a 

component appears more than once in the fault
– Relaxing the independence assumption that we made initially

• One approach to deal with such cases is to also use conditioning

• Given a fault tree for a system S and component C that appears more than once 
in the tree
– Use the law of total probability again

ECE/CS 541: Computer System Analysis. Fall 2018.

FS(t) = FS|C Fail(t)FC(t) + FS|C up(t)(1� FC(t))
<latexit sha1_base64="NCSM1HeKgeKP7fZrGkqP4La/HPw="></latexit><latexit sha1_base64="08rT14OLYwlOCL6jMXB+P+cFxag="></latexit><latexit sha1_base64="08rT14OLYwlOCL6jMXB+P+cFxag="></latexit><latexit sha1_base64="8YXvx3llwLEZRnUYpDAk7hypvN4="></latexit>
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Example
• Component B appears under both branches of the following fault tree
•

• Let’s look at the formula for S:

• If B is down (i.e., B = 1), we get

• So we can know that 

• If B is up (i.e., B = 0), we get

• So we can know that 

ECE/CS 541: Computer System Analysis. Fall 2018.

A B B C

S

S = (A ^B) ^ (B _ C)
<latexit sha1_base64="KeWx4TD57BWH54rnHJve0pDak3A=">AAACCXicbZC7TgJBFIbP4g3xtl46m4nEBBqya0y0MUFoLDEKmMAGZ2dnYcLs7GZm1oQQWhtfxcZCY2x9AzvfxuFSKHiqL/9/Ts45v59wprTjfFuZpeWV1bXsem5jc2t7x97da6g4lYTWScxjeedjRTkTtK6Z5vQukRRHPqdNv18d+80HKhWLxa0eJNSLcFewkBGsjdSx0Q26QIVL1OZYBKhSnEGhYiCWqFrs2Hmn5EwKLYI7g3z5IAzvAaDWsb/aQUzSiApNOFaq5TqJ9oZYakY4HeXaqaIJJn3cpS2DAkdUecPJJyN0bJQAhWZzGAuNJurviSGOlBpEvumMsO6peW8s/ue1Uh2ee0MmklRTQaaLwpQjHaNxLChgkhLNBwYwkczcikgPS0y0CS9nQnDnX16ExknJdUrutUnjFKaVhUM4ggK4cAZluIIa1IHAIzzDK7xZT9aL9W59TFsz1mxmH/6U9fkDFPWYMg==</latexit><latexit sha1_base64="80YgAo/WV7fPdWCsRhZ8fHyq3c4=">AAACCXicbZC7TsMwFIadcivlFi4bi0WF1C5VgpBgQSrtwlgEvUhtVDmO01p17Mh2kKqoKwuvwsIAQqy8ARtvg5t2gJZ/+vSfc3TO+f2YUaUd59vKrayurW/kNwtb2zu7e/b+QUuJRGLSxIIJ2fGRIoxy0tRUM9KJJUGRz0jbH9Wn9fYDkYoKfq/HMfEiNOA0pBhpY/VteAevYOka9hjiAayV51CqGRAS1st9u+hUnExwGdw5FKtHYaZG3/7qBQInEeEaM6RU13Vi7aVIaooZmRR6iSIxwiM0IF2DHEVEeWn2yQSeGieAodkcCq5h5v6eSFGk1DjyTWeE9FAt1qbmf7VuosNLL6U8TjTheLYoTBjUAk5jgQGVBGs2NoCwpOZWiIdIIqxNeAUTgrv48jK0ziquU3FvTRrnYKY8OAYnoARccAGq4AY0QBNg8AiewSt4s56sF+vd+pi15qz5zCH4I+vzB7XgmWo=</latexit><latexit sha1_base64="80YgAo/WV7fPdWCsRhZ8fHyq3c4=">AAACCXicbZC7TsMwFIadcivlFi4bi0WF1C5VgpBgQSrtwlgEvUhtVDmO01p17Mh2kKqoKwuvwsIAQqy8ARtvg5t2gJZ/+vSfc3TO+f2YUaUd59vKrayurW/kNwtb2zu7e/b+QUuJRGLSxIIJ2fGRIoxy0tRUM9KJJUGRz0jbH9Wn9fYDkYoKfq/HMfEiNOA0pBhpY/VteAevYOka9hjiAayV51CqGRAS1st9u+hUnExwGdw5FKtHYaZG3/7qBQInEeEaM6RU13Vi7aVIaooZmRR6iSIxwiM0IF2DHEVEeWn2yQSeGieAodkcCq5h5v6eSFGk1DjyTWeE9FAt1qbmf7VuosNLL6U8TjTheLYoTBjUAk5jgQGVBGs2NoCwpOZWiIdIIqxNeAUTgrv48jK0ziquU3FvTRrnYKY8OAYnoARccAGq4AY0QBNg8AiewSt4s56sF+vd+pi15qz5zCH4I+vzB7XgmWo=</latexit><latexit sha1_base64="WB6AxzBR5J/3mFKo2F7dGj2+qm8=">AAACCXicbZA9SwNBEIbn/Izx69TSZjEISRPuRNBGiEljGdF8QHKEvc1esmRv79jdE8KR1sa/YmOhiK3/wM5/4ya5QhOnenjfGWbm9WPOlHacb2tldW19YzO3ld/e2d3btw8OmypKJKENEvFItn2sKGeCNjTTnLZjSXHoc9ryR7Wp33qgUrFI3OtxTL0QDwQLGMHaSD0b3aErVLxGXY5FH1VLGRSrBiKJaqWeXXDKzqzQMrgZFCCres/+6vYjkoRUaMKxUh3XibWXYqkZ4XSS7yaKxpiM8IB2DAocUuWls08m6NQofRSYzUEkNJqpvydSHCo1Dn3TGWI9VIveVPzP6yQ6uPRSJuJEU0Hmi4KEIx2haSyozyQlmo8NYCKZuRWRIZaYaBNe3oTgLr68DM2zsuuU3VunUDnP4sjBMZxAEVy4gArcQB0aQOARnuEV3qwn68V6tz7mrStWNnMEf8r6/AEOaZay</latexit>

S = (A ^ 0) ^ (0 _ C) = 0
<latexit sha1_base64="CbIQKV90e8Id9bbOrxDsIH+oR+0=">AAACDXicbZC7TgJBFIbP4g3xtl46m4loAg2ZNSbamGBoLDHKJQGCs8MsTJid3czMmhDCC9j4KjYWGmNrb+fbOFwKBU/15f/PyTnn92PBtcH420ktLa+srqXXMxubW9s77u5eVUeJoqxCIxGpuk80E1yyiuFGsHqsGAl9wWp+vzT2aw9MaR7JOzOIWSskXckDTomxUts9vkWXKHeFmoLIDsL5GeSwhUihUt7auO1mcQFPCi2CN4Ns8SAI7gGg3Ha/mp2IJiGThgqidcPDsWkNiTKcCjbKNBPNYkL7pMsaFiUJmW4NJ9+M0IlVOiiw24NIGjRRf08MSaj1IPRtZ0hMT897Y/E/r5GY4KI15DJODJN0uihIBDIRGkeDOlwxasTAAqGK21sR7RFFqLEBZmwI3vzLi1A9LXi44N3YNM5gWmk4hCPIgQfnUIRrKEMFKDzCM7zCm/PkvDjvzse0NeXMZvbhTzmfP5uymOM=</latexit><latexit sha1_base64="4Lvau+THOQ8YuWr0/MtQjmdcY6A=">AAACDXicbZA7T8MwFIWd8irlFR4bi0VBapfKQUiwIBV1YSyCtkhtVDmO01p17Mh2kKqof4CFv8LCAEKs7Gz8G9zHAC1n+nTOvbLvCRLOtEHo28ktLa+sruXXCxubW9s77u5eU8tUEdogkkt1H2BNORO0YZjh9D5RFMcBp61gUBvnrQeqNJPizgwT6se4J1jECDbW6rrHt/ASlq5gh2MRQlSeQQlZkArWyjZGXbeIKmgiuAjeDIrVg2iietf96oSSpDEVhnCsddtDifEzrAwjnI4KnVTTBJMB7tG2RYFjqv1scs0InlgnhJF9PZLCwIn7eyPDsdbDOLCTMTZ9PZ+Nzf+ydmqiCz9jIkkNFWT6UJRyaCQcVwNDpigxfGgBE8XsXyHpY4WJsQUWbAne/MmL0DyteKji3dg2zsBUeXAIjkAJeOAcVME1qIMGIOARPINX8OY8OS/Ou/MxHc05s5198EfO5w88rJob</latexit><latexit sha1_base64="4Lvau+THOQ8YuWr0/MtQjmdcY6A=">AAACDXicbZA7T8MwFIWd8irlFR4bi0VBapfKQUiwIBV1YSyCtkhtVDmO01p17Mh2kKqof4CFv8LCAEKs7Gz8G9zHAC1n+nTOvbLvCRLOtEHo28ktLa+sruXXCxubW9s77u5eU8tUEdogkkt1H2BNORO0YZjh9D5RFMcBp61gUBvnrQeqNJPizgwT6se4J1jECDbW6rrHt/ASlq5gh2MRQlSeQQlZkArWyjZGXbeIKmgiuAjeDIrVg2iietf96oSSpDEVhnCsddtDifEzrAwjnI4KnVTTBJMB7tG2RYFjqv1scs0InlgnhJF9PZLCwIn7eyPDsdbDOLCTMTZ9PZ+Nzf+ydmqiCz9jIkkNFWT6UJRyaCQcVwNDpigxfGgBE8XsXyHpY4WJsQUWbAne/MmL0DyteKji3dg2zsBUeXAIjkAJeOAcVME1qIMGIOARPINX8OY8OS/Ou/MxHc05s5198EfO5w88rJob</latexit><latexit sha1_base64="q+XRMM3wKnVudhQu51TSJN3j0Ps=">AAACDXicbZC7TsMwFIadcivlFmBksShI7VI5CAkWpKIujEXQi9RGleM4rVXHjmwHqar6Aiy8CgsDCLGys/E2uG0GaDnTp/8/R+ecP0g40wahbye3srq2vpHfLGxt7+zuufsHTS1TRWiDSC5VO8CaciZowzDDaTtRFMcBp61gWJv6rQeqNJPi3owS6se4L1jECDZW6rknd/AKlq5hl2MRQlTOoIQsSAVrZWujnltEFTQruAxeBkWQVb3nfnVDSdKYCkM41rrjocT4Y6wMI5xOCt1U0wSTIe7TjkWBY6r98eybCTy1Sggjuz2SwsCZ+ntijGOtR3FgO2NsBnrRm4r/eZ3URJf+mIkkNVSQ+aIo5dBIOI0GhkxRYvjIAiaK2VshGWCFibEBFmwI3uLLy9A8q3io4t2iYvU8iyMPjsAxKAEPXIAquAF10AAEPIJn8ArenCfnxXl3PuatOSebOQR/yvn8AZUml2M=</latexit>

S = (A ^ 1) ^ (1 _ C) = A ^ 1 = A
<latexit sha1_base64="DsIxiu6SUE0cKXDUVabR600nCuM=">AAACGXicbZDJSgNBEIZr4hbjNi43L41BSC5hRgS9CJFcPEY0CyQh9vT0JE16eobuHiEMeQ0vvooXD4p41JNvY2dBNLFOH/9fRVX9XsyZ0o7zZWWWlldW17LruY3Nre0de3evrqJEElojEY9k08OKciZoTTPNaTOWFIcepw1vUBn7jXsqFYvErR7GtBPinmABI1gbqWs7N+gCFS5Rm2PhI7c4g4JrIJKoUjT2jzvmrp13Ss6k0CK4M8iXD4LgDgCqXfuj7UckCanQhGOlWq4T606KpWaE01GunSgaYzLAPdoyKHBIVSedfDZCx0bxUWAuCSKh0UT9PZHiUKlh6JnOEOu+mvfG4n9eK9HBeSdlIk40FWS6KEg40hEax4R8JinRfGgAE8nMrYj0scREmzBzJgR3/uVFqJ+UXKfkXps0TmFaWTiEIyiAC2dQhiuoQg0IPMATvMCr9Wg9W2/W+7Q1Y81m9uFPWZ/fyaGcmA==</latexit><latexit sha1_base64="WE1uP2cC4CcUv0bvGKX5/+TkNqY=">AAACGXicbZBLSwMxFIUzPmt9jY+dm2AR2k2ZEUE3QqUblxXtA9qhZDKZNjSTDElGKEP/hhv/ihsXirjUlf/GzLSItp7Vxzk35N7jx4wq7Thf1tLyyuraemGjuLm1vbNr7+23lEgkJk0smJAdHynCKCdNTTUjnVgSFPmMtP1RPcvb90QqKvidHsfEi9CA05BipI3Vt51beAnLV7DHEA+gW5lB2TUgJKxXTPyTZty3S07VyQUXwZ1BqXYY5mr07Y9eIHASEa4xQ0p1XSfWXoqkppiRSbGXKBIjPEID0jXIUUSUl+aXTeCJcQIYmk1CwTXM3d8vUhQpNY58MxkhPVTzWWb+l3UTHV54KeVxognH04/ChEEtYFYTDKgkWLOxAYQlNbtCPEQSYW3KLJoS3PmTF6F1WnWdqntj2jgDUxXAETgGZeCCc1AD16ABmgCDB/AEXsCr9Wg9W2/W+3R0yZq9OQB/ZH1+A2qbndA=</latexit><latexit sha1_base64="WE1uP2cC4CcUv0bvGKX5/+TkNqY=">AAACGXicbZBLSwMxFIUzPmt9jY+dm2AR2k2ZEUE3QqUblxXtA9qhZDKZNjSTDElGKEP/hhv/ihsXirjUlf/GzLSItp7Vxzk35N7jx4wq7Thf1tLyyuraemGjuLm1vbNr7+23lEgkJk0smJAdHynCKCdNTTUjnVgSFPmMtP1RPcvb90QqKvidHsfEi9CA05BipI3Vt51beAnLV7DHEA+gW5lB2TUgJKxXTPyTZty3S07VyQUXwZ1BqXYY5mr07Y9eIHASEa4xQ0p1XSfWXoqkppiRSbGXKBIjPEID0jXIUUSUl+aXTeCJcQIYmk1CwTXM3d8vUhQpNY58MxkhPVTzWWb+l3UTHV54KeVxognH04/ChEEtYFYTDKgkWLOxAYQlNbtCPEQSYW3KLJoS3PmTF6F1WnWdqntj2jgDUxXAETgGZeCCc1AD16ABmgCDB/AEXsCr9Wg9W2/W+3R0yZq9OQB/ZH1+A2qbndA=</latexit><latexit sha1_base64="6bBnhtU22/qxpZhovjnOUpE4qlE=">AAACGXicbZDLSsNAFIYn9VbrLerSzWAR2k2ZiKAbodKNy4r2Am0ok8mkHTqZhJmJUEJfw42v4saFIi515ds4aYNo61l9/P85nHN+L+ZMaYS+rMLK6tr6RnGztLW9s7tn7x+0VZRIQlsk4pHselhRzgRtaaY57caS4tDjtOONG5nfuadSsUjc6UlM3RAPBQsYwdpIAxvdwktYuYJ9joUPnWoOFcdAJGGjauwfN+OBXUY1NCu4DE4OZZBXc2B/9P2IJCEVmnCsVM9BsXZTLDUjnE5L/UTRGJMxHtKeQYFDqtx09tkUnhjFh4G5JIiEhjP190SKQ6UmoWc6Q6xHatHLxP+8XqKDCzdlIk40FWS+KEg41BHMYoI+k5RoPjGAiWTmVkhGWGKiTZglE4Kz+PIytE9rDqo5N6hcP8vjKIIjcAwqwAHnoA6uQRO0AAEP4Am8gFfr0Xq23qz3eWvBymcOwZ+yPr8BwxWbGA==</latexit>

P (S  t | B  t) =?
<latexit sha1_base64="qKSlRWxp5Q6Oqtbs+IvVebJygos=">AAACBXicbVC7SgNBFL3rM8bX+ui0GAxCbMKuCNqIQRvLiOYByRJnJ7PJkNnZdWZWCDEpbPwVGwtFbP0HO//GyaPQxAMXzpxzL3Pv8WPOlHacb2tmdm5+YTG1lF5eWV1btzc2SypKJKFFEvFIVnysKGeCFjXTnFZiSXHoc1r22xcDv3xPpWKRuNGdmHohbgoWMIK1ker2biF7jWqc3iGN+g99dD5+HKBTdFa3M07OGQJNE3dMMvntILgFgELd/qo1IpKEVGjCsVJV14m118VSM8JpL11LFI0xaeMmrRoqcEiV1x1e0UP7RmmgIJKmhEZD9fdEF4dKdULfdIZYt9SkNxD/86qJDk68LhNxoqkgo4+ChCMdoUEkqMEkJZp3DMFEMrMrIi0sMdEmuLQJwZ08eZqUDnOuk3OvTBpHMEIKdmAPsuDCMeThEgpQBAKP8Ayv8GY9WS/Wu/Uxap2xxjNb8AfW5w+eCZd/</latexit><latexit sha1_base64="jxl95a/jTzMS6Nq2aHjafS4Xbtc=">AAACBXicbVC7SgNBFJ2Nrxhf66PTYjAIsQm7ImgjBm0sI5oHJEuYndxNhsw+nJkVwpoUNv6KjYUitv6DnX/jZJNCEw9cOHPOvcy9x404k8qyvo3M3PzC4lJ2Obeyura+YW5uVWUYCwoVGvJQ1F0igbMAKoopDvVIAPFdDjW3dznya/cgJAuDW9WPwPFJJ2Aeo0RpqWXulQs3uMnhDis8fBjii8njEJ/h85aZt4pWCjxL7AnJl3a8FOWW+dVshzT2IVCUEykbthUpJyFCMcphkGvGEiJCe6QDDU0D4oN0kvSKAT7QSht7odAVKJyqvycS4kvZ913d6RPVldPeSPzPa8TKO3USFkSxgoCOP/JijlWIR5HgNhNAFe9rQqhgeldMu0QQqnRwOR2CPX3yLKkeFW2raF/rNI7RGFm0i/ZRAdnoBJXQFSqjCqLoET2jV/RmPBkvxrvxMW7NGJOZbfQHxucPPwOYtw==</latexit><latexit sha1_base64="jxl95a/jTzMS6Nq2aHjafS4Xbtc=">AAACBXicbVC7SgNBFJ2Nrxhf66PTYjAIsQm7ImgjBm0sI5oHJEuYndxNhsw+nJkVwpoUNv6KjYUitv6DnX/jZJNCEw9cOHPOvcy9x404k8qyvo3M3PzC4lJ2Obeyura+YW5uVWUYCwoVGvJQ1F0igbMAKoopDvVIAPFdDjW3dznya/cgJAuDW9WPwPFJJ2Aeo0RpqWXulQs3uMnhDis8fBjii8njEJ/h85aZt4pWCjxL7AnJl3a8FOWW+dVshzT2IVCUEykbthUpJyFCMcphkGvGEiJCe6QDDU0D4oN0kvSKAT7QSht7odAVKJyqvycS4kvZ913d6RPVldPeSPzPa8TKO3USFkSxgoCOP/JijlWIR5HgNhNAFe9rQqhgeldMu0QQqnRwOR2CPX3yLKkeFW2raF/rNI7RGFm0i/ZRAdnoBJXQFSqjCqLoET2jV/RmPBkvxrvxMW7NGJOZbfQHxucPPwOYtw==</latexit><latexit sha1_base64="DIN0ecRMxQVAyO/HKIF/Um2sv+c=">AAACBXicbVC7SgNBFJ31GeNr1VKLwSDEJuyKoI0YtLGMaB6QLGF2MpsMmZ1dZ+4KISaFjb9iY6GIrf9g5984SbbQxAMXzpxzL3Pv8WPBNTjOtzU3v7C4tJxZya6urW9s2lvbFR0lirIyjUSkaj7RTHDJysBBsFqsGAl9wap+93LkV++Z0jySt9CLmReStuQBpwSM1LT3Svkb3BDsDgMePgzxRfo4xGf4vGnnnIIzBp4lbkpyKEWpaX81WhFNQiaBCqJ13XVi8PpEAaeCDbKNRLOY0C5ps7qhkoRMe/3xFQN8YJQWDiJlSgIeq78n+iTUuhf6pjMk0NHT3kj8z6snEJx6fS7jBJikk4+CRGCI8CgS3OKKURA9QwhV3OyKaYcoQsEElzUhuNMnz5LKUcF1Cu61kysep3Fk0C7aR3nkohNURFeohMqIokf0jF7Rm/VkvVjv1sekdc5KZ3bQH1ifP5d9lf8=</latexit>
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Example

• Component C is irrelevant, i.e., does not impact the reliability of the system

• We could see that from the expression for S:

• Sanity check: Apply formula for max of two 
components

ECE/CS 541: Computer System Analysis. Fall 2018.

A B B C

S
S = (A ^B) ^ (B _ C)

= (A ^B ^B) _ (A ^B ^ C)

= (A ^B) _ (A ^B ^ C)

= (A ^B) ^ (1 _ C)

= (A ^B)
<latexit sha1_base64="gIfwtPhzfQBIrcW0y+fixImSXTc="></latexit><latexit sha1_base64="+iAHfm6vyskf7EOtzs62tEwF+VE="></latexit><latexit sha1_base64="+iAHfm6vyskf7EOtzs62tEwF+VE="></latexit><latexit sha1_base64="KEcn5yK14abL/PbbaLyRDlTZOcg="></latexit>
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Reliability/Availability Tables

ECE/CS 541: Computer System Analysis. Fall 2018.

A system comprises N components.  Reliability of component i at time t is given by 
RXi(t), and the availability of component i at time t is given by AXi(t).

Condition                                             System Reliability                               System Availability

system fails if all 
components fail

system fails if
one component fails

system fails if at 
least k components
fail, identical distribution

system fails if at least
k components fail,
general case
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Reliability Modeling Process

Define the system

Define "proper" 
service

Subcomponents?

Yes

No

Compute 
Reliability

Meet Spec?

Yes

Modify Design

No

ECE/CS 541: Computer System Analysis. Fall 2018.
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Combinatorial Methods in Practice
• “Automating Failure Testing Research at Internet Scale”

– P. Alvaro, et al.

– A collaboration between Netflix and UC Santa Cruz

– Appeared in the 2016 ACM Symposium on Cloud Computing (SoCC’16)

• Based on a previous paper by the same author

– “Lineage-Driven Fault Injection”

– Appeared in the 2015 International Conference on Management of Data 
(SIGMOD’15)

ECE/CS 541: Computer System Analysis. Fall 2018.
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Motivation

ECE/CS 541: Computer System Analysis. Fall 2018.
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Motivation: Distributed Systems
• Imagine this kernel running several services in a distributed large scale date 

center
– Netflix, Amazon, Google, Facebook, etc.

• Large scale systems must be built to tolerate a variety of hardware and software 
faults
– Mainly use replication to provide fault tolerance

• Both at the software and hardware level
– Building a static fault tree for the entire data center is infeasible

• Server get upgraded, scaled up, etc.
• Complex routing protocols
• Multiple Sources of failures

– Building a fault tree for a piece of distributed software is even worse!

ECE/CS 541: Computer System Analysis. Fall 2018.
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Motivation: Chaos Engineering
• Chaos Engineering:

– “experimenting on a distributed system in order to build confidence in the 
system’s capability to withstand turbulent conditions in production”

– Netflix’s chaos monkey:
• https://github.com/Netflix/chaosmonkey

• Use automated tools to provide end-to-end tests for business-critical 
assumptions about the system
– Inject failures and observes the system’s behavior and report

• “Confidence in the end-to-end behavior of the system is manufactured by 
experimenting with worst-case failure scenarios in the production, scaled-out 
system”

ECE/CS 541: Computer System Analysis. Fall 2018.

https://github.com/Netflix/chaosmonkey
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Chaos Engineering: How?
• But how do we choose which failures to inject?

– Which hardware to fail?
– Which links to fail?
– Which software to crash?

• The combinatorial space of faults across a distributed system (the failure 
scenarios) grows exponentially in the number of potential faults

• Current approaches:
– Random: Select a failure scenarios at random

• Not good: Why?
– Programmer-guided: Bring your developers together and use their intuition 

about the software they designed and implemented
• Yeah, right?

ECE/CS 541: Computer System Analysis. Fall 2018.
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Lineage Driven Fault Inject (LDFI)
• So far, we’ve been thinking about how our system might fail

– How do we fail our system? 
– Building RBDs, fault trees, reliability graphs, etc.

• But we have a treasure trove of our system did not fail
– i.e., how our system gave us “good outcomes”

• Transformation the question from “could a bad thing ever happen”
– Use narrower “how did this good thing happen?”

• Answers can provide rich information about the different paths that a successful 
request can take within our system
– Use the answers to prune out scenarios that do not really matter

ECE/CS 541: Computer System Analysis. Fall 2018.
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LDFI
• Lineage Driven Fault Tolerance is based on two insights

– Fault tolerance is redundancy
• Fault tolerance is achieve if a system can provide alternative ways in 

which one can obtain the same outcome
• If we had perfect information about all the possible ways in which a 

system can service a request, we can determine which faults it can 
tolerate and which it cannot

– Usually we moved forward: start from an initial state and explore the space 
of possible executions

• It would be more efficient for identifying fault tolerance bugs to work 
backwards

• Start from a successful execution and move your way back
– From effects to causes

• What combination of fault could have prevented the good outcome

ECE/CS 541: Computer System Analysis. Fall 2018.
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LDFI: How it works?
• Begin with a correct outcome and ask:

– How did this outcome occur?

• Obtain a lineage graph
– Captures all the computations and data the contributed to producing that 

good outcome

• Run this several time and it would reveal the implicit redundancy in your 
deployment
– What are the alternative computation paths that are sufficient to produce a 

certain good outcome

• Now it becomes tractable to reason about important failures for that good 
outcome you are trying to achieve

ECE/CS 541: Computer System Analysis. Fall 2018.
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Example
• Consider the following example:

– “Good outcome” = all acknowledged writes are durably stored.

• Consider a write that was durably stored
– Q: Why was that write durably stored?
– A: because it is stored on two replicas: repA and repB.

• Keep going backwards
– Q: Why was the write stored on repA
– A: because the client issued one or more broadcast requests to store a write

• Identified 4 important events that contributed to the good outcome of a durable 
write

ECE/CS 541: Computer System Analysis. Fall 2018.
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Lineage Graph
• Backward reasoning brings us to a

lineage graph for that durable write

• Space of possible failure scenarios is 2E

– But not all are interesting
– Failing RepA and Bcast2 tells us

nothing
• Random strategy cannot tell us that!

• Which failure scenarios are then 
interesting?
– Build a fault tree

ECE/CS 541: Computer System Analysis. Fall 2018.
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Build the Fault Tree
• They don’t actually build the fault tree

– They build the equivalent Conjunctive Normal Form (CNF) expression
– CNF: product of sums

ECE/CS 541: Computer System Analysis. Fall 2018.

Path in lineage 
graph
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Min set of useful scenarios
• We can now obtain the minimal solution to the CNF formula that we generated

– Use off-the-shelf SAT solvers

• We see that the only two scenarios that we care about are 

• Outcome of one execution might not reveal all the dependencies
– Run the failure scenario, one of two things will happen

• A new execution path will be revealed
– Update the fault tree and rerun

• System fails and you have uncovered a fault tolerance bug

ECE/CS 541: Computer System Analysis. Fall 2018.
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LDFI Process

ECE/CS 541: Computer System Analysis. Fall 2018.
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LDFI Process

ECE/CS 541: Computer System Analysis. Fall 2018.
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Results
• Implemented at Netflix to find fault tolerance bugs

• Paper provide interesting details about the challenges they faced and how they 
overcame them
– I do recommend reading the paper

• LDFI at Netflix covered the failure space after doing 200 experiments
– Number of possible scenarios in considered case study is 2100

• Revealed 11 new critical failures that could prevent a customer from loading 
the initial Netflix homepage

ECE/CS 541: Computer System Analysis. Fall 2018.
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Further Reading
• Systems are becoming large, distributed and complex

• Our reliability process is not scalable to such systems

• So how do we build fault trees
– Let the computers do it – Use machine learning

• LIFT: Learning Fault Trees from Observational Data
– Meike Nauta et al.
– Appeared at QEST 2018
– Available on the course website

• Use failure datasets to generate fault trees and use them for analysis

• Interesting project ideas!!!

ECE/CS 541: Computer System Analysis. Fall 2018.


