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Abstract

This document outlines the motivation, design, development, results, and costs of the Item-Tracking
Backpack project. This backpack enables users to track the items they plan on having in it at a given time
through the use of RFID. An ESP32 microcontroller was used to interface with RFID readers and a
mobile application to facilitate the tracking of items with RFID tags placed on them. This project was
mostly successful, with each of the individual subsystems having accomplished the set goals. However,
due to some issues occurring towards the latter end of the project timeline, the final product was
somewhat flawed, with tracking not being as what was desired. The report therefore also details some of
the improvements and further work that can be made onto the design.
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1. Introduction

1.1 Problem

A study conducted by Name Bubbles, surveying 400 parents, showed that around 80% of children lose
their belongings at school [2]. 52% of the parents answered that the items lost included school supplies,
while 36% stated that lunch boxes were among what was lost [2]. For most students, backpacks are their
primary means of storing such items. With the ability of backpacks to store many items in various
compartments, it is easy for students to lose track of what they have placed in them. It can also become
inefficient and time-consuming for students to constantly check whether they have forgotten an item,
especially when the number of items they have stored in their backpacks is typically relatively high.
Moreover, the different compartments available for students to place their belongings in make it simple
for them to become disorganized and lose track of a given item. This issue also results in students
occasionally forgetting items at home, forcing parents to need to deliver them in cases where the items are
important.

1.2 Solution

To solve this issue, the project we developed provides users with the ability to track the items in their
backpacks. RFID is used to scan tagged items as they are placed and removed from the backpack.
Students will be able to make lists of items they are planning on having in the backpack using a mobile
application before their commute to school. Separate lists are available in the application for different
compartments to assist users in keeping track of where the items are in the bag. The lists can be modified
by adding and removing items, and the status of each item—present, missing, or misplaced—is displayed
for the user to see in real time. The present status indicates that items are currently in the backpack and in
the correct compartment; the missing status shows that an item is not currently in the bag; and the
misplaced status means that an item is currently in the bag but in the incorrect compartment. In addition,
the time at which a missing item was removed from the bag is indicated on the application to aid in
locating it.

During school hours, many students will not have permission to access mobile phones, so LEDs are used
to allow for quick, but less explicit real-time tracking. Each compartment has a red LED designated to it.
These LEDs will turn on when the user has incorrectly placed an item in the compartment, or if an item is
missing from it. The LEDs will turn off after the compartment zipper has been closed, or if they have
been active continuously for 30 seconds. A green LED is used to indicate that all items are present in the
backpack and in the correct compartment, indicating that nothing has been forgotten. This LED will
similarly turn off after being continuously on for 30 seconds, or after all compartments in the backpack
have been closed. The application can then be used after school by parents picking up their children, or by
the students themselves, to ensure that nothing is missing or forgotten.

1.3 High-level Requirements

We identified three essential requirements that our project must meet for it to be considered successful.
The following requirements were not only used to evaluate our design but also to guide us through the
development and testing process:



1. The mobile application shall enable the user to add and remove items to three separate lists, each
corresponding to a compartment in the backpack. The user shall be able to track a maximum of at least
five items per compartment.

2. The user shall be able to monitor the status of each item—present, missing, misplaced— using the
mobile application, and they will be updated at least once every ten seconds. The application shall display
what time a missing item was removed from the backpack.

3. The LEDs shall activate within ten seconds of a requirement being met. To conserve power, each red
LED shall turn off when its corresponding compartments are closed, and the green LED shall turn off
when all compartments are closed. Otherwise, all LEDs shall turn off after being continuously on for 30
seconds.



2 Design

2.1 Physical Design

The RFID readers are attached to the interior walls of the backpack, towards the top. Tags placed on the
items can be scanned in the process of placing and removing them from each of the compartments. For
protection from items being placed and removed, the readers are placed in cases open from the side facing
away from the wall, as shown in Figure 1. Each case also has an LED to facilitate quick tracking.
Moreover, a light sensor is placed above each case to allow for the detection of when the zipper is closed.
Finally, aluminum is placed on the back wall of each case to prevent interference between RFID readers.
Each of the three compartments therefore has a separate reader, light sensor, and LED, with one of
them—the front-most compartment—having a green LED. These are all connected to the PCB, which is
placed at the bottom surface of the compartment at the center of the three compartments, as shown in
Figure 2. To protect the PCB from the items in the backpack, it is also placed in a case for protection.
Holes were made in the walls of the backpack compartments to allow for wires to be connected to the
devices in the cases.

Figure 1: Final Design of Sensor and LED Case Figure 2: PCB and Power Case

2.2 Block Diagram

As shown in Figure 3, the overall system consists of five main modules: control, power, sensor,
indication, and user-interface (phone application) subsystems. All subsystems, other than the user-
interface subsystem, reside within the backpack. The power subsystem will supply 3.3 V to the entire
subsystem, and the control subsystem, through the microcontroller, will interface with the sensors through
12C. The microcontroller will also control the turning on and off of the LEDs, and it will interact with the
phone application through 2.4 GHz Bluetooth.
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Figure 3: Design Block Diagram

2.3 Control Subsystem

The control subsystem consists of ESP32-S3. We chose it because it includes Bluetooth LE, which is
important for communication with the user interface subsystem. The Bluetooth LE (Low Energy) module
is incompatible with standard Bluetooth code and code, and it needs modifications. This subsystem will
also consist of three RFID Qwiic readers, each connected to a separate RFID ID-12LA sensor. The Qwiic
readers will track scanned tags by marking and placing them on a stack, and they will relay this
information to the microcontroller through the 12C protocol. This subsystem will also include two Qwiic
multiplexers (MUXs) because all the RFID readers share the same address, which is 0x7D. This prevents
the microcontroller from communicating with them on the same bus. The MUX works by allowing a
specific RFID reader to access the bus at a given point in time. The same situation applies to the light
sensors and the second MUX as well.

The microcontroller will keep track of the registered items’ location in the backpack (compartment 1, 2,
3, or outside the backpack) using a map from the tag RFID to a list containing the item’s name, the
assigned location, the last known location, and whether they are inside the backpack. The microcontroller
will use timers to switch off the LEDs as well.

The microcontroller will then transmit the results to the user interface subsystem through Bluetooth at 2.4
GHz. Moreover, the microcontroller will use the information it receives from the Qwiic readers and light
sensors to send the appropriate signals to switches for the activation or deactivation of the LEDs.

2.4 Power Subsystem
The power subsystem is responsible for delivering 3.3 VV DC power to the rest of the subsystems. The
power subsystem should supply up to 500 mA of current. This value is an overestimate to ensure the
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stability of the power subsystem. It consists of a battery and an LM317 voltage regulator. The voltage
regulator used in this subsystem is a linear voltage regulator (low dropout regulator) with an output
voltage of 3.3 V DC. A linear voltage regulator was used instead of a switching regulator because of its
low noise output. This is important in this project because the noise might interfere with the sensors.
Specifically, the output voltage ripple must be less than 3 mV peak-to-peak to allow the sensor subsystem
to work properly. The batteries used in this project are 4 AA batteries, which have a total voltage of 6 V.
We chose AA batteries due to their safety, availability, and cheap price. The value of the capacitors and
resistor R1 below were chosen based on the manufacturer’s suggestion. The resistor R2 value is chosen
based on equation (1), where |I_adj is approximately negligible. A simulation of the power subsystem was
performed in LTspice and the result is shown in the appendix.

R
Vour = Vref(1 + R_j) + IadeZ Eq(1)
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Figure 4: Power Subsystem Schematics

2.5 Sensor Subsystem

The sensor subsystem is tasked with keeping track of what items are in the backpack and the
compartments they are located in at a given time. It will also detect changes in the ambient light in each
compartment to identify when they have been closed. To carry out the item-tracking functionality, RFID
ID-12L A readers, operating at 125 kHz, were used to read the RFID tags of items as they were placed in
and removed from the different backpack compartments. These readers were connected directly to the
RFID Qwiic readers of the control subsystem, through which the IDs of scanned items were temporarily
stored and sent to the microcontroller. This specific reader was chosen over alternatives for various
reasons. The relatively low frequency of the readers results in a relatively large read range. This would
provide users with a better experience, as it would prevent them from having to bring items close to the
readers when placing or removing them. Moreover, the RFID Qwiic readers, which the ID-12LA readers
are attached to, provide several benefits, most importantly being their ability to store at most 20 reads at a
given time. This would prevent any issues involving the deletion of read tag IDs before they have been
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sent to the microcontroller. The 12C functionality of the RFID Qwiic readers also offers a simple means
for sending read IDs to the microcontroller. Finally, the ease at which the RFID Qwiic readers can be
mounted makes them ideal for this project, where the positioning of the sensors is essential. Regarding
design alternatives with the RFID readers, we initially considered having them turned off when the
compartment they were located in was closed. However, we realize that this would be an unnecessary
addition, as the readers would not consume much power, and only showed an increase in power
consumption in the instant at which a tag was read.

To allow for the detection of changes in the ambient light in each compartment, Adafruit LTR-329 light
sensors were used. These specific light sensors were chosen for their sensitivity and their ability to send
exact illuminance readings to the microcontroller through 12C. This would offer us the ability to control
the illuminance threshold between the closed and open compartment states. Finally, both ID-12LA and
Adafruit LTR-329 were connected to the PCB through Qwiic cables, which provided a 3.3 voltage supply
(which both sensors required) and 12C connections simultaneously. This would reduce clutter in the
wiring, making for a more organized design compared to alternatives that lacked Qwiic connectivity. The
RFID tag data and ambient light readings were both accessed by the microcontroller through Arduino 12C
protocols, allowing the control subsystem to make use of this collected information to send to other
subsystems.

2.6 Indication Subsystem

The indication subsystem will quickly inform the user about whether all their desired items are in the
backpack. It will also quickly notify the user if the items in the compartments do not exactly match what
was specified in the application. To these ends, a green 5 mm LED was used to indicate to the user that no
items had been forgotten. The LED will activate once all the items listed on the application have been
placed in the backpack and in the specified compartments. It will turn off once the compartment it resides
in is closed, or once it has been continuously on for 30 seconds. This will be done to conserve power and
maximize the life of the LED to prevent it from burning out. One red 5 mm LED will be assigned to each
compartment. The red LEDs will turn on if the items currently in the compartment do not exactly match
what is on the application. They will, for the same reason as the green LED, turn off when their
corresponding compartment has been closed, or after they have been continuously on for 30 seconds. A
DIP switch, controlled by signals from the microcontroller, was used to turn the LEDs on and off. To
drive the LEDs, they will all be supplied with 3.3 V, with series resistors being used to step the voltage
down to 2.2 V, within the permissible voltage range of the LEDs. The resistor values were then chosen to
ensure that the current into the LEDs would not exceed the rated values. The rated currents were 25 mA
and 30 mA for the green and red LEDs, respectively. Using Ohm’s law, as shown below, the resistances
to use were obtained.

14 1.1V

R = T 00254 44 Q Eqa(2)

One alternative design that could have been chosen would have been to keep the LEDs active constantly
while the backpack is open, rather than have them turn off after 30 seconds. This would prevent the user
from misunderstanding the status of the compartments. However, it is also likely that the user would
simply forget to close their backpack after using it. Unnecessary power consumption and accelerated
burnout of the LEDs would then be an issue. As a result, the LEDs being on for 30 seconds at a time
would be the better design choice, as it would give the user a sufficient amount of time to notice them
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being on. If the user is unsure about the status of the compartment, the timer could be easily reset by
closing the compartment of a given LED.

2.7 User Interface Subsystem

The user interface subsystem consists of a mobile application to allow the user to track the items in the
backpack in real time. The application also gives the user the ability to change the items they wish to
track. Furthermore, it notifies the user when an item is placed in the incorrect compartment. To carry out
these functions, the application enables the user to add and remove items from separate lists
corresponding to each compartment. The user will have the option of choosing between adding a
registered item (one they have previously tracked) or inserting a new one. The status of each item—
present, missing, or misplaced—is displayed adjacent to each item and is updated in real time. Bluetooth
(2.4 GHz) allows the mobile application to interface and communicate with the microcontroller.

2.8 PCB

We designed two versions of the PCB. The first version was ordered during the first ordering group but, it
had some misconnections in the switches, which prevented the LEDs from getting the correct voltage.
Also, some of the connectors were larger than the assigned footprint. For these reasons, a second version
of the PCB was ordered. It has the power subsystem in the bottom left corner, the microcontroller in the
center, the programming circuit on the left side, the indication subsystem in the bottom left corner, and
the sensor subsystem connectors in the top right corner. It uses a two-pin connector for the batteries and
the LEDs. It uses the Qwiic connectors for the multiplexers (MUXs). We initially designed the PCB to
have 2 battery packs for increased capacity, but that was not needed in the final design.

Our PCB had some issues which will be discussed in the design verification section.



3. Design Verification
All the R&V tables are shown in Appendix A.

3.1 Control Subsystem Verification & Results

The control subsystem has four requirements. The first one is the ability to transmit and receive Bluetooth
LE (Low Energy) 2.4 GHz signals. This was verified using the nRF Bluetooth testing application. The
nRF application successfully received Bluetooth advertisements and notifications. It also was able to
transmit data in string (UTF-8 TEXT) format.

The second requirement is the ability to receive and transmit serial signals in the 12C protocol. This was
verified by connecting one of the RFID sensors and one of the ambient light sensors to the same 12C bus.
Then, the esp32 microcontroller sent serial signals containing the scanned tag RFID number and the light
intensity to the computer’s serial monitor. The results were successful. Then, all three RFID readers and
all three ambient light sensors were connected to the same bus using two multiplexers (MUXs), and the
same testing procedure was performed. The results were also successful.

The third requirement is the ability to track all the items’ names, assigned locations, last known locations,
and whether they are inside the backpack. This was verified using the nRF testing app and the computer’s
serial monitor. The nRF testing application was used to register 5 items, and the serial monitor was used
to view the status (present, missing, or misplaced) of each registered item. Then, multiple tags were
scanned using the RFID sensors. The status of all the registered items was successfully tracked.

The fourth requirement is that the microcontroller must supply the correct voltage to switch the LEDs on
or off. Since the design uses active low switches, the microcontroller should output 0 V to the switches to
turn the LEDs on and 3.3 V to the switches to turn the LEDs off. This requirement was verified by a
digital multimeter to measure the voltage of all four LED switch signals. The microcontroller was initially
set up to have the green LED on the rest of the LEDs off. This was successfully measured. Then, the
microcontroller was set up to have the green LED off and the rest of the LEDs on. This test was also
successful.

3.2 Power Subsystem Verification & Results

There are two requirements for the power subsystem. The first requirement for the power subsystem is
that it must supply 3.3 £ 0.1 V DC to a load that requires a maximum of 500 mA. The actual power
consumption of the full design is 200 mA, but the testing was performed for higher power output to
ensure the safety and stability of the power subsystem. The second requirement is that the output voltage
must be less than 3 mV peak-to-peak for the sensors to work properly.

Both of these requirements were tested using a digital multimeter and an electronic load. The electronic
load was configured in constant current mode and it was connected to the power subsystem. The result
was that the output voltage was 3.336 V and the ripple was less than 1 mV peak-to-peak.

3.3 Sensor Subsystem Verification & Results

To be considered successful, the ID-12LA RFID readers needed to read tags relatively quickly, within
around two seconds, and it was necessary that the readers did not interfere with one another. To verify
that these readers performed reads within two seconds of the tag being within range, we simply brought
the RFID tags into contact with the readers. This was done to ensure that the tag to be scanned was within
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the range of the reader. The RFID Qwiic readers that the ID-12LA readers are connected to contain a
buzzer, which sounds when a read is made. We measured the time for the buzzer to sound once the tag
was brought into contact with the ID-12LA readers, which was found to be almost instantaneous, much
less than the two seconds we required. Testing of the lack of interference between readers was done by
measuring the read range of each sensor by slowly bringing a tag close to the reader and waiting for the
RFID Qwiic reader buzzer to sound. A ruler was then used to measure the distance between the reader
and the tag at the edge of the read range, which was found to be approximately 5 cm. This read range was
much smaller than the spacing of the readers in the backpack which was found to be approximately 12
cm. While this confirmed that no interference would occur, we decided to place a block of aluminum on
the back wall of the cases that held the sensors and LEDs, therefore blocking any radio frequency signals
from adjacent RFID readers.

Regarding the light sensors, we required that they would be sufficiently sensitive to changes in the
ambient light so that the system could differentiate between an open and closed backpack compartment.
To verify this, we ran a simple Arduino program, which retrieved the illuminance of the ambient light the
sensor detects, which was specifically visible and infrared light. We compared the readings of a slightly
open backpack compartment to those of a closed compartment and found that there was a noticeable
difference in the readings. The readings showed that a closed compartment would have an illuminance of
less than 10 lux, which we set to be our threshold between an open and closed compartment. This
confirmed to us that the light sensors were sufficiently sensitive to minor changes in light. However, we
noticed minor issues with the performance of these sensors. Although they could detect small changes in
light when the compartment was closed directly above them, they were unable to determine that a
partially closed compartment, where one side was closed to an extent to where it covered the sensor, but
the other was left open. We did not consider this to be an issue, as if the compartment was closed in this
manner, it likely meant that the user was done using it. Another issue we found was due to the flexibility
of the backpack. In some instances, this would result in a portion of the “ceiling” of the compartment
covering the light sensor while the compartment was still open, which would turn off the LEDs while the
compartment was still open. Nonetheless, this was not much of a problem, as the user would simply need
to hold the compartment wall still when accessing it to prevent this from occurring.

3.4 Indication Subsystem Verification & Results

Testing of the indication subsystem was done by connecting the LEDs, resistors, and switches to an
ESP32 development board through a breadboard. A simple program that sends a high and low signal to
open or close the switches was performed. With 3.3 V being supplied from a power supply, we noticed
that the LEDs turned on and off as the switches were closed and opened. To ensure that the LEDs would
turn off automatically after 30 seconds, we simply ran another program on the ESP32 to open the
switches after 30 seconds. By using a timer and noting when the ESP32 sent the signals to the switches
using a serial monitor, we were able to confirm that the LEDs remained on for 30 seconds at a time. We
also verified that the LEDs took less than 10 seconds to activate or deactivate after the ESP32 had sent the
desired signals to the DIP switches.

3.5 User Interface Subsystem Verification & Results

The mobile application for the user interface subsystem was implemented using the MIT App Inventor
software. The application needed to give users the ability to create three separate lists for three different
compartments in the backpack. The option for adding unregistered items, adding registered items,
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removing registered items, and updating the names of registered items needed to be provided. In addition,
the users needed to be able to connect to the microcontroller, update the status of items in the list, and be
able to clearly see the status of each item. Verification for all these features, besides Bluetooth
connectivity, was done independently of the ESP32 microcontroller. The need to scan a tag before
registering a new item was later added, but for testing purposes, this feature was temporarily disabled.
Instead, testing involved registering five items to each of the compartment lists. Adding, removing, and
updating the names of registered items were done afterward. After some testing and debugging, we
verified that these features were functional, so we then proceeded to add Bluetooth connectivity to the
application.

The Bluetooth functionality was tested after the code for Bluetooth connectivity in the microcontroller
was completed. Due to the precision of constant communication between the application and
microcontroller, specifically with there being various signals being sent to and from each device,
debugging and polishing both codes was somewhat challenging. However, we were able to successfully
transfer data consisting of the names of registered items, their status, and their locations between the
application and microcontroller. It was necessary for the application to provide the names of newly
registered items or items that saw a name update. Upon adding items to the application, the necessary
signals needed to be sent to the microcontroller, detailing what compartment the item was added in. This
was also a requirement for when an item was removed from a compartment list. Finally, the application
needed to be able to send a signal to the microcontroller when the user refreshes the status of the items in
a list so that the statuses are updated. To prevent issues with connectivity from occurring on the side of
the application, all features were disabled until it had connected to the microcontroller. If the user
attempted to use them regardless of this, they would be notified with an error. These features were the last
to be verified in the project, as the microcontroller needed to be able to interface with the RFID readers
for these tests to be performed. After verification, we found that the application performed what was
required of it, while also being user-friendly. A requirement we set was that we needed the status of the
items to be updated on the application within ten seconds of a user prompt. We found that the application
was able to perform these updates much faster than this, as can be seen in Table 1.

Table 1: Status Update Time for Different Number of Items in Application Lists

Number of [1 2 3 4 5
Items
Update Time (s) | <1 1.12 1.57 2.30 2.83

3.6 PCB Verification & Results

The first requirement is that all the components are correctly connected to match the schematics. We
planned on verifying this by using a digital multimeter continuity test. However, this test failed because
we had a few ungrounded components such as the microcontroller and the capacitor around the
microcontroller’s voltage supply input. We also had misconnections such as the switching not being
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connected to the 3.3 V supply inputs. We fixed these issues by soldering some wires on the PCB. This
was not elegant, and it made the PCB more fragile and harder to work with.

The second PCB requirement was that all the components had enough space to be soldered on the PCB.
This was verified by placing the parts on the PCB to check their sizes and then the parts were soldered on
the PCB. This verification was successful.

The third requirement is that all the components receive the required voltage under full load. This was
verified using a digital multimeter. However, the RFID readers did not receive enough voltage under full
load. This was because they were connected to a switch to turn them on or off. However, the switch’s
resistance was too large, which stepped down the voltage below the minimum level to make the RFID
work. We fixed this by soldering a wire to supply the RFID readers directly from the voltage regulator
instead of using a switch. This allows them to work, but it prevents them from being switched on or off.
We do not think this was necessary because the RFIDs did not consume much power.
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4. Costs

4.1 Parts
The list of parts is shown in Appendix F, in Table 8.

4.2 Labor

The average hourly wage of an electrical engineer graduate from the University of Illinois Urbana-
Champaign is approximately $50 [1]. The project took 8 weeks to complete, and each member spent an
average of 15 hours per week working on it. The labor cost per person can be therefore calculated to be
2.5 x $50/hr x 120 hr = $15000. There are two members on our team, resulting in the total labor cost of
the team being around $30000. Summing this with the cost of the necessary parts results in a total cost of
the project being approximately $30209.74.
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5. Conclusion

5.1 Accomplishments

By the end of the project, we were able to meet the requirements of each subsystem individually. The
RFID readers had a satisfactory read range, which allowed for relatively easy scanning of items as they
were placed and removed from each of the compartments. The read range was also small enough to
prevent any interference between readers. The light sensors were sufficiently sensitive and offered us the
flexibility of controlling the illuminance threshold of the ambient light between an open and closed
backpack. The timing of the activation and deactivation of the LEDs was as desired, and the placement of
the sensors and LEDs in the backpack was successful.

We also saw success with our control subsystem. The microcontroller was able to send and retrieve the
necessary data and signals from the other subsystems sufficiently quickly. The microcontroller’s ability to
interface with the mobile application through Bluetooth, which we found to be the most difficult part of
the project, was also successful. The mobile application was also user-friendly and the sending of data
between it and the microcontroller was faster than we had required. The speed at which the status of items
listed in the application, in particular, was much greater than what we had decided upon in the initial
design. Moreover, the power subsystem was able to operate as desired, and it supplied the subsystems
with the required voltages. Finally, despite some connection issues, the PCB was mostly able to carry out
the functions required of it.

5.2 Uncertainties

Throughout the duration of this project, we faced several issues and certainties in certain aspects of the
design. We were able to overcome most of these problems, but some of them appeared towards the latter
stages of the project, preventing us from fully satisfying the high-level requirements we had set. One
uncertainty that caused us many difficulties was the presence of misconnections in the PCB we had
designed. Initially, these issues prevented us from being able to program our microcontroller. We then
found additional misconnections that prevented parts, such as the RFID readers, from being supplied with
power. We were able to overcome these uncertainties by thoroughly debugging the PCB and identifying
the exact locations of the misconnections. Through the use of jumper wires, we were able to fully connect
the PCB and make it functional. However, the soldered jumper wires were somewhat loose, and this
caused us trouble with debugging the system after connecting the PCB.

An uncertainty we were unable to solve before the project ended was with the packaging of the backpack.
Due to the loose PCB connections, we found it difficult to properly enclose the PCB in the case we had
designed. In addition, since the sensor and indication subsystems were isolated from the PCB and power
subsystem, we needed long wires for connecting these components. We were able to find the necessary
wires, but we were unable to enclose them in material, such as tubes, which left them exposed, making
the final project less safe and consumer-ready than we had planned initially. Finally, the most significant
uncertainty we faced, involved a misconnection in the power supply we had made late into the project.
This resulted in some of our components, primarily the breakout muxes, to overheat and stop functioning
properly. While the muxes remained operational, they were significantly damaged which made the
connections between the PCB, RFID readers, and light sensors highly inconsistent. This was ultimately
the main factor preventing us from fully fulfilling our high-level requirements by the project deadline.
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5.3 Ethical considerations

In designing and implementing our project, it was crucial that we adhered to the proper safety and ethical
practices. To that end, the IEEE Code of Ethics adopted in June 2020 provided us with important
guidelines to be followed. Several of the guidelines mentioned in this code are applicable to our project,
addressing aspects of safety and ethics. We attempted to follow these guidelines to the best of our abilities
when designing and constructing our project.

1. Ensuring the safety of the users of this project [3]

It is likely that most of the users of this project will not be familiar with the technology implemented. The
power subsystem and PCB, in particular, may cause harm to those who unknowingly tamper with them.
The power subsystem in particular may cause harm to those who unknowingly tamper with it. Therefore,
it was important that we isolate the PCB and power subsystem, as well as the other subsystems, from the
users. With the aid of the machine shop, we were able to attach four cases to the backpack to prevent
tampering. However, we believe that isolating the wires connecting the sensors and LEDs to the PCB was
also necessary to improve the safety of the design.

2. Safeguarding the privacy of the users of this project [3]

One of the major components of this project is the mobile application, which would allow users to control
which items they want to track. The application will therefore contain important information about the
user, which can possibly be used against them maliciously. To safeguard the data of the users of the
application, we ensured that all information was stored locally, either in the microcontroller or the
application. None of the data pertaining to the items stored in the backpack was stored externally using a
server.

5.4 Future work

While our project was mostly successful, there were certain aspects of the design that could have been
improved. One such aspect is the read range of the RFID readers. Although we found it to be satisfactory,
the read range of the readers could have been improved by 2-3 cm to allow for better scanning of items
placed further away from the readers in the compartment. This increase in range could be achieved by
supplying the readers with more voltage. Another improvement that could be made to the project would
be the addition of better connectors between the PCB and power supply to prevent safety issues with
connections. A possible connector that could be used instead of a simple two-pin header would be a barrel
connector. Modifications could also be made to the application to allow for a better user experience.
Specifically, the location of items displayed as misplaced was not shown, leaving users needing to search
the other two compartments to locate them. Therefore, adding the location of the misplaced item would
help make organizing the backpack much easier. Furthermore, the data sent between the application and
the microcontroller could be encrypted using encryption software to prevent potential attacks directly on
the backpack. Finally, firmer backpack material could be used or a means of stabilizing the walls of the
backpack containing the RFID sensors could be implemented. This is due to these walls bending more
than desired, which caused the process of scanning items as they are placed and removed from the
backpack somewhat difficult, especially when the backpack was fully open.
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Appendix A: Requirement and Verification Tables

Table 2: Control Subsystem Requirements and Verification

Requirements Verification Verification
Status
(Y orN)
e The microcontroller e Place atag in one compartment. Y
should be able to read e Check if the microcontroller can read that
all three RFID readers' tag ID.
signals at the same time. e Place three more tags, one in each
compartment.
e Check if the microcontroller can read all
three tag IDs.
o RFID Qwiic readers e Place five 125 kHz RFID tags in the same Y
must be able to store the compartment of the backpack.
data of at least five e Check if the first reader was able to read
different RFID tags at a each tag by using an oscilloscope to
time. measure the waveform of the SDA (the
address & the data) and SCL (the clock)
pins in the RFID Qwiic reader.
e Confirm that all five RFID tags are present
on the Qwiic reader stack using the
necessary 12C commands.
e The microcontroller e Register 15 items in the microcontroller Y
should store up to 15 e Check if the microcontroller still has the 15
RFID tag IDs along with items’ information stored in its flash
their names and memory.
locations in the
backpack
e The microcontroller e Register 15 items in the microcontroller. Y
should compare the read e Place 14 out of the 15 registered items in the
RFID tag ID to the list backpack one by one.
of registered RFID tags e The red LED signal for the compartment
IDs to determine if any with an item missing should be HIGH. The
item is missing. other two red LED signals and the green
LED signal should all be LOW.
e The microcontroller e Place the 15" tag in the backpack.
should turn on the LEDs e The red LED signal should all be LOW, and
in  the indication the green LED signal should be HIGH.
subsystem
e The microcontroller e Register one item in the microcontroller Y

should transmit 2.4 GHz
Bluetooth signals to the
user interface
subsystem.

e Place the registered item in the backpack

e Use a phone (or any other Bluetooth device)
to read the Bluetooth signal.

e The signal should specify the name and
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location of the tag.

The signal to activate
the green LED must be
sent only when all the
desired items are present
and are in the correct
compartments (as
specified in the
application). The green
LED must not be active
if there are items present
in the backpack that
have not been added to
any list in the
application, or if the
backpack is closed. The
green LED must take a
maximum of ten
seconds to activate and
deactivate  after the
necessary conditions
have been met.

Ensure that the backpack is empty and that
the mobile phone used to access the
application is no more than two meters away
from the backpack.

Add a single item to any list on the
application.

Place the item listed on the application in
the corresponding compartment in the
backpack and ensure that its RFID tag was
successfully scanned.

Immediately start a timer to measure the
time taken for the green LED to light up.
Confirm that this time is no more than ten
seconds.

Remove the item from the list on the
application and immediately start a time to
measure the time taken for the green LED to
light up. Confirm that this time is no more
than ten seconds.

A red LED must turn off
only if all the items
specified in the
application are present
in the corresponding
compartment. If an item
not specified in the
application is placed in
the compartment, the
red will remain on, even
if all the items listed in
the application are
present.

The red LEDs must take
a maximum of ten
seconds to activate and
deactivate  after the
necessary conditions
have been met.

Ensure that the backpack is empty and that
the mobile phone used to access the
application is no more than two meters away
from the backpack.

Place an RFID in an arbitrary compartment
and ensure that it was successfully scanned.
Immediately start a timer and measure the
time taken for the red LED corresponding to
that compartment to light up. Confirm that
this value is no more than ten seconds.

Add the item placed in the backpack to the
list corresponding to the compartment in
which it was placed in.

Immediately start a timer and measure the
time taken for the red LED to turn off.
Confirm that this time is no more than five
seconds.
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Table 3: Power Subsystem Requirements and Verification

Requirements

Verification

Verification
Status
(Y or N)

The power subsystem
should output a constant
voltage of 3.3V with
less than 3 mV peak-to-
peak noise at a
maximum current of 500
mA.

Connect the power subsystem to a power
supply set to 100 mA on constant current
mode.

Use a digital multimeter to measure the
voltage of the power subsystem.

Verify that the DC component is 3.3 = 0.1
V.

Verify that the voltage ripple is less than 3
mV peak-to-peak.

Increase the current of the power supply by
100 mA increments.

Verify that the DC component is 3.3 £ 0.1
V.

Verify that the voltage ripple is less than 3
mV peak-to-peak.

Y

Table 4: Sensor Subsystem Requirements and Verification

Requirements

Verification

Verification
Status
(Y or N)

RFID readers must only
scan the items of the
compartment they are
allocated to. The RFID
readers must also not
interfere  with one
another.

Place two RFID ID-12LA readers, contained
in the containers described in the Physical
Description section, within 2 + 0.1 cm of
each other.

Connect a multimeter to measure the voltage
across the “Tag in Range” pin of each
reader.

Ensure that the voltage across this pin is 0.0
+ 0.1V for both readers.

Place a 125 kHz RFID tag within range of
one of the RFID readers.

Check if that reader was able to read the tag
by confirming that the voltage across the
“Tag in Range” pinis 3.3 £0.1 V.

Check if the other reader was not able to
read the tag by confirming that the voltage
across the “Tag in Range” pinis 0.0 + 0.1 V.

Y

The light sensor must be
able to determine when
the backpack is open or
closed by differentiating
between the light

Hold the light sensor in place near the top of
an open backpack compartment.

Confirm that the light sensor was able to
identify that the backpack is open by using
an oscilloscope to measure its SDA and
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intensity of these two
states.

SCL waveforms.

Close the backpack compartment while
keeping the light sensor near its top. Use a
cloth to cover open areas if necessary.
Confirm that the light sensor was able to
identify that the backpack is closed by using
an oscilloscope to measure its SDA and
SCL waveforms.

The RFID readers must Connect a multimeter to measure the voltage Y
be able to scan a tag across the “Tag in Range” pin of an RFID
within two seconds of ID-12LA reader.
the tag entering its Ensure that the voltage across this pin is 0.0
range. +0.1V.
Place a tag within range of the reader and
immediately start a timer.
Confirm that the time needed for the voltage
across the pin to reach 3.3 £ 0.1 V is no
more than two seconds.
Table 5: Indication Subsystem Requirements and Verification
Requirements Verification Verification
Status
(Y or N)
The LEDs must be able Supply 3.3+ 0.1 V to one of the LEDs. Y
to remain active Ensure that the LED turns on and
continuously for 30 £ 5 immediately start a timer.
seconds. Confirm that the LED can remain
continuously on for 30 + 5 seconds.
Repeat these three steps for the remaining
three LEDs.
Table 6: User Interface Subsystem Requirements and Verification
Requirements Verification Verification
Status
(Y orN)
Each item's status must Ensure that the mobile phone used to access Y

be updated at least once
every ten seconds if the
user is at a maximum of
at least 2 +0.1 meters
away from the
backpack.

The time at which
missing  items  were

the application is 2 0.1 meters away from
the backpack.

Add a single item to any list on the
application. Confirm that the item is shown
as missing on the application.

Scan the RFID tag of the item listed on the
application with the RFID reader of the
corresponding  compartment  in  the
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removed from the
backpack should be
displayed once their
status changes from
present to missing.

backpack.

Immediately start a timer and measure the
time required for the missing status to
change to present on the application.
Confirm that this time is no more than ten
seconds.

Scan the RFID tag with the same reader and
note the hour and minute when the scan was
complete.

Immediately start a timer to measure the
time taken for the status of the item on the
application to be changed from present to
missing. Confirm that this time is no more
than ten seconds.

Also confirm that the hour and minute
appear once the status has changed to
missing. Ensure that they are the same as
what was noted earlier.

Immediately start a timer to measure the
time taken for the status of the item on the
application to be changed from present to
misplaced.

Users must be able to
add and remove items
from at least three
different backpack
compartments. Users
must be able to add a
maximum of at least
five items to a given list.

Ensure that the mobile phone used to access
the application is no more than two meters
away from the backpack.

Add five unique items to each of the three
lists on the application.

Scan the RFID tag of each item with the
RFID reader corresponding to the
compartment it is assigned to in the
application.

Confirm that the application shows that all
15 items are present.

Scan the RFID tag of one item from each
compartment with the RFID reader
corresponding to that compartment. Confirm
that the application shows that they are
missing, while the remaining items should
remain displayed as present. Also confirm
that the hour and minute displayed are the
same as when the scan was complete.

Scan each of these items with a reader
corresponding to a compartment that they
were not assigned to.

Confirm that the application shows that
those specific items are misplaced, while the
remaining items remain present.

Users must be able to
add items and track
items that have not been

Ensure that the mobile phone used to access
the application is no more than two meters
away from the backpack.
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previously tracked.

Add a new item to any given list on the
application. Confirm that it is shown as
missing in the application.

Scan the RFID tag of that item with the
RFID reader corresponding to the
compartment it is assigned to. Confirm that
the item is shown as present in the
application. Also confirm that the hour and
minute displayed are the same as when the
scan was complete.

Scan the RFID tag of the item with the same
RFID reader. Confirm that the item is shown
as missing in the application.

Scan the RFID tag of the item with an RFID
reader corresponding to a compartment that
it was not assigned to. Confirm that the item
is shown as misplaced on the application.
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Appendix B: PCB Subsystem Schematics and PCB Layout
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Figure 5: Final PCB Schematic
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Appendix C: Project Visual Aid
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Appendix D: Project Schedule

Table 7: Project Schedule/Timeline

Week Task Person
Finish design document Everyone
2/19 - 2/25 | Make modifications to proposal and resubmit Everyone
Order parts Abdullah
Finish first PCB design Everyone
Complete Design Review Everyone
2126 - 3/3 Protype Microcontroller Everyone
Provide Machine Shop with necessary parts Abdullah
Protype Power Subsystem Raef
Pass audit and order PCB Everyone
3/4 - 3/10 Protype RFID readers
Start programming RFID Qwiic readers Abdullah
Get Machine Shop updates
Start programming microcontroller Raef
Assemble PCB and start testing Everyone
Make modifications to PCB design
811 - 3117 Program RFID Qwiic Readers
Test RFID readers Abdullah
Order new parts if necessary
Finish programming microcontroller Raef
Order second PCB Everyone
3/18 - 3/24 | Start code for mobile application Abdullah
Get Machine Shop updates
Program and test light sensors Raef
Assemble second PCB and test Everyone
3/25-3/31 | Make final changes to PCB design
Continue working on mobile application Abdullah
Get Machine Shop Updates
Test indication subsystem Raef
Make final PCB order Everyone
4/1 - Al7 Finish mobile application design and code Abdullah
Test mobile application Everyone
Assembly of final PCB Everyone
418 - 4/14 [ Assembly of entire system
4/15 - 4/21 | Debugging and final fixes Everyone
4/22 - 4/28 | Final demo Everyone
4/29 - 5/1 Final Presentation and Final Paper Everyone
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Appendix E: Microcontroller Flow Chart and Code
The entire code is in Github:

https://github.com/Raefmm/ECE445.qit

Here are a few snippets of the main loop in the code:
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= 1tr[i]
(valid

< NUMBER_OF_SENSORS; ++i){
_ir[i] > LightThreshold){

£g[i]) > 30) {

(£3)) DDR[4], HIGH);

UMBER_OF_SENSORS-1){
[31) digitall

< NUMBER_OF_SENSORS; ++i){
r[i] <= LightThreshold){

(LED_ADDR[i],
MBER_OF_SENSORS - 1)

[NUMBER_OF_SENSORS]);

Figure 9: ESP32 code snippet
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Appendix F: Cost of Parts

Table 8: List of Components and Prices

RFID Reader ID-12LA (125 | SEN-11827 SparkFun 3 97.50 Link
kHz) Electronics
SparkFun RFID Qwiic Reader SEN-15191 SparkFun 3 64.50 Link
Electronics
SparkFun Qwiic Mux Breakout BOB-16784 SparkFun 1 12.95 Link
Electronics
ISO RFID Tag (125 kHz) RFID 125-1SO | Olimex LTD 15 8.25 Link
5 MM Green LED SSI- Lumex 1 1.32 Link
LXH600GD- Opto/Compone
150 nts Inc.
5 MM RED LED SSI- Lumex 3 3.75 Link
LXH600ID- Opto/Compone
150 nts Inc.
ESP32-S3 microcontroller ESP32-S3- Espressif 1 3.20 Link
WROOM-1-N8 | Systems
LM317 Voltage Regulator LM317DCYR | Texas 1 0.77 Link
Instruments
AA Battery 815 BULKJ2 Energizer 6 1.80 Link
Battery
Company
Ambient Light Sensor 5591 Adafruit 3 13.50 Link
Industries LLC
Total 209.74
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https://www.digikey.com/en/products/detail/sparkfun-electronics/SEN-11827/7364971
https://www.digikey.com/en/products/detail/sparkfun-electronics/SEN-15191/9995756
https://www.digikey.com/en/products/detail/sparkfun-electronics/BOB-16784/12714950?s=N4IgTCBcDaIEIHk4FoCMA2A7ADgCwgF0BfIA
https://www.digikey.com/en/products/detail/olimex-ltd/RFID125-ISO/21662660
https://www.digikey.com/en/products/detail/lumex-opto-components-inc/SSI-LXH600GD-150/145091
https://www.digikey.com/en/products/detail/lumex-opto-components-inc/SSI-LXH600ID-150/145088
https://www.digikey.com/en/products/detail/espressif-systems/ESP32-S3-WROOM-1-N8/15200089
https://www.digikey.com/en/products/detail/texas-instruments/LM317DCYR/443739
https://www.digikey.com/en/products/detail/energizer-battery-company/815-BULKJ2/11615679
https://www.digikey.com/en/products/detail/adafruit-industries-llc/5591/16733167?utm_adgroup=&utm_source=google&utm_medium=cpc&utm_campaign=PMax%20Shopping_Product_Low%20ROAS%20Categories&utm_term=&utm_content=&utm_id=go_cmp-20243063506_adg-_ad-__dev-c_ext-_prd-16733167_sig-CjwKCAiA29auBhBxEiwAnKcSqrZ3c4DCg1JJeHhu_hNmgYPp5FVH6Lt6g6o4nFDLcNf6kQobbGjMaRoCxusQAvD_BwE&gad_source=1&gclid=CjwKCAiA29auBhBxEiwAnKcSqrZ3c4DCg1JJeHhu_hNmgYPp5FVH6Lt6g6o4nFDLcNf6kQobbGjMaRoCxusQAvD_BwE

Appendix G: Images of Project and Subsystems
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Appendix H: Simulations
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Figure 14: Simulation of the power subsystem
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