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Abstract

This document provides details for the design and implementation of our project. We
provide detailed information on the parts we intend to use, system cost, tolerances for
subsystems in our design, schedule, estimated cost, and an analysis of the safety and
ethnics of our system.
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1 Introduction

We provide details about the problem we aim to address, along with our proposed solu-
tion, in context.

1.1 Problem

Hurricanes, earthquakes, tsunamis, and other natural disasters all have the capability to
destroy cellular- and inter- networks, cutting off victims from emergency services, unaf-
fected survivors from worried loved ones, and rescuers from their command and control.
This was the case in NYC after Hurricane Sandy, with a large area of the city facing cellu-
lar outages for a month after the hurricane [1], and in Japan which experienced blackouts
and cellular outages after a 2011 tsunami [2].

Remote areas also suffer from limited connectivity, with connections to cabling, cell tow-
ers, and other networking hardware being few and far between [3]. In the case of an
emergency, such communicative sparsity may even be fatal, e.g. a farmer which has a
heart attack and is not able to call for emergency services or relatives to come to their
aid.

1.2 Solution

To solve these problems, we would like to create a set of meshing, cheap, lightweight, and
self-contained wireless access points, deployable via drone. After being placed by drone
or administrator, these access points form a WiFi network, usable by rescuers, survivors,
and civilians. Our network will have QoS features to prioritize network traffic originating
from rescuers. Having nodes/access points deployable by drone ensures we are able to
establish timely connectivity in areas where search and rescue operations are still unable
to reach.

Over the course of the semester, we will produce a couple of prototypes of these network
nodes, with built in power management and location sensing. We aim to demonstrate our
limited network’s mesh capabilities by setting up a mock network on one of the campus
quads and connecting at various locations.

1.3 Visual Aid

We provide an in-context view of CHARM in Figure|ll The cloud-hosted System Monitor
keeps tabs on the status of each CHARM node, with the nodes themselves being inter-
connected and serving their connected clients. The master router provides access to the
wider internet for CHARM.
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Figure 1: High-Level Overview of the CHARM System

1.4 High-Level Requirements
To be considered successful, we aim to hit the following goals:

1. The system shall cover at least 7500 m? with publicly-accessible WiFi, using a maxi-
mum of 5 CHARM nodes.

2. Each node shall weigh no more than 1.5 kg and not exceed 8000 cm?® of volume.

3. The system shall be monitored via a web-interface which is able to enumerate the
location (+10 m), battery voltage(+ 0.1V), and networking telemetry for each node.



2 Design

2.1 Block Diagram
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Figure 2: Block Diagram

Our design is divided into four subsystems, which are implemented in both hardware
and software, and a physical enclosure.

2.2 Physical Design

Our design will use a Polycase WC-34 polycarbonate enclosure [4], as depicted in Figure
This enclosure is IP66 certified, so it should have sufficient dust and water resistance
to survive outdoor conditions. The clear side allows status LEDs to be monitored while
the node is fully assembled, and case includes threaded PCB mounting bosses for easy
mounting. The USB port, GPS antenna, and WiFi antenna will all be contained within the
enclosure to maximize water resistance. Users will need to remove the clear protector to
charge the nodes.



Figure 3: Polycase Enclosure WC-34

2.3 Power Management Subsystem
2.3.1 Overview

The power management subsystem handles charging, discharging, and voltage regula-
tion. Specifically, it includes a USB-C port that allows the nodes to be charged with a
standard USB-C charger. A boost converter and constant-current constant-voltage charg-
ing IC increase the voltage and deliver it safely to the batteries. Finally, the output of the
batteries is fed through an on/off switch and into a buck converter, which reduces the
voltage to power the compute module and sensors.
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Figure 4: Schematic for Boost converter, Buck converter, and USB-C port

The USB-C port is connected with pull-down resistors to tell the connected device to
supply 5V of power on the rails, and a fuse prevents overcurrent on the input. A 0 ohm
resistor is included in the design in case the USB port housing needs to be grounded,
although this pad will likely be left unoccupied. The boost and buck converters were
designed with the help of the TI Webench tool [5]. They were optimized to minimize

BOM count to simplify the routing and assembly of our prototype.
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Figure 5: Schematic for Charge Controller

As suggested by a blog post [6], we used an MCP7384 to charge the 2s batteries, following
the reference schematic [7]. This circuit ensures the batteries are charged in a safe and
effective manner. It is important to note we will be using protected 18650 cells in our
design, so some safeguards such as short circuit and overcurrent protection are not visible
in the schematic because they are already implemented in the battery cells.

2.3.2 Interfaces
¢ USB Charger
— The subsystem contains a USB-C port to connect with a USB power adapter.

— The power adapter is required to support at least 2.4A of current at 5V (£0.5
V).

* Sensor Subsystem and Routing Subsystem
— The subsystem provides 3.3V (£0.1V) to the sensor and routing subsystems.

— The subsystem provides a battery voltage trace to the sensor subsystem.

2.3.3 Requirements

The power delivery system must satisfy the following requirements:



1. The system must charge 2S Li-ion battery cells with a standard USB-C charger and
a peak charging current of at least 400mA.

2. The system must provide a stable 3.3V (£0.1V) power source that supports up to
2A of current draw.

These requirements will be validated with procedures described in Table



Requirements

Verification

The system must charge 2S Li-ion
battery cells with a standard USB-C
charger and a peak charging current of
at least 400mA.

Assemble a CHARM node with a com-
plete power delivery subsystem

Place a 1092 (£1£2) resistor across the
cathode and ground to drain the batter-
ies to 5.2V (£0.1V).

Place a jumper wire between the bat-
tery pack cathode, an ammeter, and the
rest of the circuit. Place a voltage sensor
to measure the battery voltage against
ground.

Connect the battery to a USB port and
begin recording the current and voltage
over time.

Verify the current exceeds 400mA at
least once and the voltage plotted over
time is consistent with constant-current
constant-voltage charging.

The system must provide a stable 3.3V
(£0.1V) power source that supports up
to 2A of current draw.

Assemble a CHARM node with a com-
plete power delivery subsystem.

Solder wires to the 3.3 V power rail and
ground.

Ensure the node is switched on, mea-
sure the voltage between the power rail
and ground, and verify it is below 3.4 V.

Place a 1.52 (+0.1€2) resistor between
the power rail and ground.

After 1 minute, measure the voltage on
the power rail and verify it is above 3.2
V.

Table 1: Power Subsystem RV Table. Requirements 1 & 2



2.3.4 Design Decisions

We made a number of design decisions for the power subsystem. First, the boost and
buck converter ICs were selected to minimize BOM count. While our implementation is
more expensive than it otherwise could be, minimizing the number of passive compo-
nents greatly simplifies PCB trace routing and reduces the overall footprint of our device.
Additionally, using boost and buck ICs with fixed output voltages eliminates the voltage
teedback resistor as a source of error.

We also selected a USB-C port for charging to make the charging process as easy and
accessible for users as possible. It would have been much easier to accept a 12V input
with a barrel connector, since this would eliminate the need for a USB port and boost
converter. However, these devices are not as accessible if they are not charged, and in
an emergency situation a USB-C wall charger or portable charger is much more likely to
be available than a 12V power adapter with the exact barrel connector needed. Thus, we
made it a priority to implement our design with USB-C, despite the increased cost and
complexity.

24 Sensor Subsystem

2.4.1 Overview

The sensor subsystem is responsible for collecting the GPS location of each node, mon-
itoring the battery voltage, and communicating these information to the compute mod-
ule.
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Figure 6: Schematic for GPS Module

The GPS module includes the GPS chip, an active antenna, and the necessary electrical
components as suggested in the chip’s (NEO-M9N) datasheet [8]. For the active antenna
circuit, we followed the example circuit provided in the implementation guide[9]. This
example circuit is a bias-T layout which includes a capacitor to remove noise, an inductor
to isolate RF from the DC path, and a current limiting series resistor for potential short

circuits.
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Figure 7: Schematic for Battery Monitor

The battery monitor section contains an Analog to Digital Converter that interfaces with
the compute module using I?C'. A voltage divider steps the voltage down to a level that
can be read by the ADC, and the I?C' wires have pull-up resistors as required by the

Omega2S+ [10].
2.4.2 Interfaces
¢ Power Management Subsystem
— The subsystem receives 3.3V (+0.1V).
— The subsystem monitors the battery voltage .
* Routing
— The subsystem communicates GPS data via USB.

— The subsystem communicates Battery Voltage data via I*C.

11



2.4.3 Requirements
1. The system must provide battery voltage measurements (+ 0.1 V).

2. The system must provide a location within 10 meters of the true location when the
device is deployed in an area free of large buildings or other obstacles.

These requirements will be validated with procedures described in Table

12



Requirements

Verification

e The system must provide battery volt-
age measurements (£ 0.1 V).

Assemble a CHARM node with a com-
plete sensor subsystem, power delivery
subsystem, and system monitor.

To directly measure the voltage, place
a voltage sensor to measure the battery
voltage against ground.

Connect the battery to a USB port and
begin recording the voltage.

To measure the voltage through the bat-
tery voltage monitor circuit, read the
measurement through the system mon-
itor.

Verify the voltage measurement on the
monitor is within 0.1 V of the direct volt-
age measurement.

* The system must provide a location
within 10 meters of the true location
when the device is deployed in an area
free of large buildings or other obsta-
cles.

Assemble a CHARM node with a com-
plete sensor subsystem.

Connect to the CHARM node via SSH
and run a script to print GPS data.

Place a node at a landmark that can be
easily identified in satellite imagery, and
acquire the landmark’s coordinates us-
ing Google Maps.

Calculate the distance between the GPS
coordinates sent by the node and the
landmark’s coordinates.

Verify the above distance is < 10 meters.

Table 2: Sensor Subsystem RV Table. Requirements 1 & 2

13



2.4.4 Design Decisions

Our initial circuit design for GPS’s communication interface used a UART port. How-
ever, after deep diving in the documentation, we realized that the all communication
input ports (including UART) have internal pull-up resistors. This is not compatible with
the Omega2S+, as the GPIO pins we were planning on using for UART communication
must be left floating or pulled down during boot time. After carefully considering the al-
ternatives, we ended up deciding to utilize USB to communicate to the Omega2S+, since
we need to be certain the Omega2S+ will boot consistently.

2.5 Routing Subsystem
2,51 Overview

The Routing Subsystem is comprised of the Omega2S+ and a few passive components.
The Omega2S+ will run processes to route traffic in the mesh, as well as send telemetry
about the node state to the System Monitor.

As shown in the Block Diagram (Figure [2), the routing subsystem serves as the center
of our design. It takes in data from the GPS Unit and Battery Voltage Monitor via USB
and I°C, respectively, while also receiving and sending network traffic via 2.4 Ghz U.FL
antenna. It is powered by the Power Management Subsystem with 3.3V (£0.1V).

This subsystem is responsible for providing WiFi (High-Level Requirement 1), and send-
ing telemetry from the sensors (High-Level Requirement 3).
2.5.2 Interfaces

¢ Power Management Subsystem

— The subsystem receives 3.3V (+0.1V).

Sensor Subsystem
— The subsystem reads GPS data via USB.
— The subsystem reads Battery Voltage data via I°C.

System Monitor

— The subsystem sends telemetry (GPS & Battery Voltage Data) to the System
Monitor via POST request.

CHARM Clients

— The subsystem provides a publicly-accessible WiFi network to client devices.

CHARM Nodes

— The subsystem routes network traffic through other nodes and/or the master
router.

14



2.5.3 Requirements
The system must satisfy the following requirements:

1. Each node must automatically find and connect with nearby nodes to create a mesh
network.

2. Each node must provide a publicly accessible WiFi network with a bandwidth of at
least 1 Mbps.

3. Assuming a connection to the internet can be established, each node must be able to
send telemetry containing location and battery voltage data at least once per minute.

These requirements will be validated with procedures described in Table |3 for Require-
ments 1 & 3, and in Table [ for Requirement 2.

15



Requirements

Verification

Each node must automatically find and
connect with nearby nodes to create a
mesh network.

Set up a CHARM network with at least
two connections from CHARM nodes to
the master router, and at least 4 nodes.

Power off one of the nodes and record
the last time the node sent telemetry.

Then, power the node up once again,
and verify the node is sending telemetry
to the System Monitor. This ensures the
node is able to use the mesh for sending
network traffic.

At a distance of 5m (+ 1m) from the
node, using a smartphone which does
not have the CHARM network saved,
connect to the network.

Connect to the node via SSH and use
tcpdump to monitor routed packets.

ping any domain on the smartphone,
and validate the node routes ICMP
packets.

Assuming a connection to the internet
can be established, each node must be
able to send telemetry containing loca-
tion and battery voltage data at least
once per minute.

Set up a CHARM network with at least
two connections from CHARM nodes to
the master router, and at least 4 nodes.

Record the time. Do nothing for 10 min-
utes.

Power off each node.

Analyze  the  System  Monitor
telemetry table in its internal
database, and validate that all nodes
sent consecutive POST requests no
longer than 1 minute apart, starting at
the recorded time in the previous step.

Table 3: Routing Subsystem RV Table. Requirements 1 & 3.
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Requirements Verification

e Each node must provide a publicly ac- Set up a CHARM network with one
cessible WiFi network with a bandwidth node and the master router outside in a
of at least 1 Mbps. large flat area.

e First, at a distance of 5m (+ 1m) from the
node, using a smartphone which does
not have the CHARM network saved,
connect to the network. Using Google’s
online speed test, validate the internet
speed is faster than 1 Mbps.

¢ Repeat the above at distances in inter-
vals of 5bm until 100m, i.e. at 5m (+
1m), 10m (£ 1m), ..., 100m (+ 1m), and
record internet speed as a function of
the distance from the node.

¢ Plot internet speed versus distance as a
line plot, using the line to obtain an esti-
mate of the maximum effective range of
the node.

* Repeat the last three steps with a laptop.

Table 4: Routing Subsystem RV Table. Requirement 2.

2.5.4 Design Decisions

We chose an Omega2S+ for this subsystem as it allows us more flexibility when compared
to other options. It is a Linux (OpenWRT) machine, with much more free memory and
flash than something like a microcontroller.

The Omega2S+ also comes pre-loaded with various libraries to read from USB and I*C,
ideally making development less bug-prone. The system is very well-documented on-
line, which also factored into our decision, as we want the board’s software development
process to be as painless as possible.

These benefits come with increased cost. This board is more expensive than potential
replacements such as microcontrollers. In the prototyping phase, we value ease of devel-
opment, good documentation, and software support over cost.

17



2.6 System Monitor
2.6.1 Overview

The system monitor is a full-stack web application that displays the location and status of
every node. The backend is written in Node.js and includes methods to save and retrieve
node data. The frontend is written using React.js and the Google Maps API to visualize
the location and status of each node. The frontend design is pictured in Figure

Node Information System Monitor

Node: sadj-213

« ? clients « 1 mesh connection » Seen 663h 54m 22s ago

Node: saln-021

« 4clients « 1 mesh connection « Seen 612h 41m 2s ago

Node: sdfk-478

« O clients - ? mesh connections - Seen ?h ?m ?s ago

Node: skdb-988

?V + 3 clients 1 mesh connection + Seen 609h 56m 25 ago

Node: hjik-856

« 7 clients « B mesh connections  Seen 885h 27m 42s ago

Figure 8: System Monitor Frontend

2.6.2 Interfaces

* CHARM Nodes
— Nodes POST telemetry to the Monitor backend.

¢ System Monitor Clients

18



- Clients interact with the Monitor’s frontend, which sends GET requests to the
Monitor backend and updates the frontend to reflect the state of the CHARM
network currently deployed.

2.6.3 Requirements
The system must satisfy the following requirements:
1. The monitor must be able to display all node locations (= 10m) on a map.

2. The monitor must show all information on mobile and desktop screens and work
with both touchscreen and mouse/keyboard.

3. The monitor must refresh the data at least once per minute.

These requirements will be verified using the procedures in Table

19



Requirements

Verification

The monitor must be able to display all
node locations on a map.

Set up a CHARM network with at least
two CHARM nodes. Place the nodes
on precise landmarks that can be easily
identified in satellite imagery.

Navigate to the System Monitor web
page and get the GPS coordinates for
the placed nodes.

Calculate the distance between the GPS
coordinates sent by the nodes and the
true locations of the nodes (precise land-
marks on the map).

Verify the above to be <10m.

The monitor must show all informa-
tion on mobile and desktop screens
and work with both touchscreen and
mouse/keyboard.

Open up the System Monitor on a
smartphone.

Verify that for each node, the Monitor
displays the latest telemetry (location
and battery voltage).

Do the same with the System Monitor
opened up on a laptop.

The monitor must refresh the data at
least once per minute.

Set up a CHARM network with at least
two nodes.

Pick up one of the nodes. Every minute,
move the node 30m in a direction that
will still keep the node connected to the
other deployed CHARM node.

Have someone watching the System
Monitor and validating that every move
is reflected in the state of the System
Monitor.

Table 5: System Monitor Subsystem RV Table. Requirements 1,2, 3

2.6.4 Design Decisions

The technologies for the System Monitor (Node.js, React.js) were chosen due to the skillset
of our group members. All members of the group have had exposure to Javascript, as well
as at least of the frameworks mentioned. This allowed us to implement the system in only

20



30 hours.

As it stands, the System Monitor is not configured as a production system. The backend is
vulnerable to DoS/DDoS attacks, as there is a possibility of logs taking up all disk space
on the server in the case of a large influx of HTTP/HTTPS requests. The backend also
places too much trust in CHARM nodes, as it only requires a valid API key and CHARM
node-id in order to write to the database. This opens the system up to credential-spoofing
vulnerabilities. Since this is a proof of concept, these vulnerabilities are mentioned, but
not addressed.

2.7 Tolerance Analysis

One of the most important aspects of our design is the battery charging circuit. As sug-
gested by a blog post [6], we utilized the MCP73844 IC to control battery charging. Our
schematic closely resembles the reference schematic from the datasheet [7], and can be
see in Figure[/|

Arguably the most important passive component is the shunt resistor (R4), as this deter-
mines the charge current. The datasheet[7] specifically recommends the ERJ-6RQFR22V
220 m©, 1%, 1/8W shunt resistor for ~ 500mA of charging current. The formula for the
resistor value is given in Equation

‘/fCS

Rsense = Ji
reg

1)

In Equation (1] Vi is the Fast Charge Current Regulation Threshold, which ranges from
0.1V to 0.12V with a nominal value of 0.11V [7]. I, is the desired charging current, in
amps.

We want 500mA charging, therefore Reense = % = 0.22 or 220mf2. Given the resistor has
a 1% tolerance, we can also calculate the minimum and maximum charge current. See
equations 2land

. 0.1
min Ireg = m = 0.45 = 450mA (2)
0.12
max Ireg = m = 0.551 = 551mA (3)

These are all acceptable currents for our application and meet our design goal of sup-
plying at least 400mA of peak charging current to our battery cells. Our batteries have
3400mAh of capacity, so a safe 1C charging speed would be anything up to 3.4 Amps of
current. It is important to limit the current to not overload the USB power source and

21



allow for lower capacity batteries to be safely used, so it makes sense to charge at less
than 3.4 Amps.

The power dissipated over the resistor is given by P = RI?. Given a worst case current
of 551mA, the resistor dissipates up to 66.8mW of heat, which is within spec of our se-
lected resistor. This calculation matches that made in the datasheet, so their shunt resistor
recommendation is acceptable for our use case.

22



3 Cost & Schedule

3.1 Cost Analysis
3.1.1 Parts/Materials

For this project, we are planning on making 5 prototypes to demonstrate potential cover-
age and routing ability. Refer to Table[7] for all parts used on the PCB board, with their
associated costs.

On top of the parts associated with PCB/Notes, we also purchased the following:

Description Part Number | Cost

Protected Li-ion 18650 Battery | LG1865FIL | $69.90
Dual Band Male Antenna BO8S8GWHNCR | $17.64
Total $87.54

Table 6: Additional Parts

The project’s hardware comes out to a total of $629.18.
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Description Part Number Unit Price | #/Board | $/Board | Cost (5 Boards)
Battery Charge IC MCP73844-8401/MS $1.78 1 $1.78 $8.90
Battery Holder 1123 $5.69 1 $5.69 $28.45
MOSFET IRF7404TRPBF $1.11 1 $1.11 $5.55
220m Resistor ERJ-6RQFR22V $0.35 1 $0.35 $1.75
On/Off Switch L101011MS02Q $2.26 1 $2.26 $11.30
50k €2 Resistor RT0603BRD0750KL $0.33 2 $0.66 $1.65
0.1uF Capacitor T491A104K035AT $0.62 3 $1.86 $3.10
10uF Capacitor EEE-FN1E100R $0.50 3 $1.50 $2.50
20k © Resistor RT0603DRE0720KL $0.12 1 $0.12 $0.60
4.7k Q) Resistor RT0603DRE074K7L $0.12 2 $0.24 $0.60
ADC ADS1113IDGST $6.49 1 $6.49 $32.45
330nF Capacitor ECPU1C334MA5 $0.88 1 $0.88 $4.40
1mF Capacitor 16SVPF1000M $2.52 1 $2.52 $12.60
Schottky Diode SS24FL $0.45 1 $0.45 $2.25
Boost Converter IC LM25855-12/NOPB $10.41 1 $10.41 $52.05
68uH Inductor MSS1210-683MED $2.42 1 $2.42 $12.10
2.94k Resistor RCO0603FR-072K94L $0.10 1 $0.10 $0.50
100uF Capacitor 16SVPC100M $1.19 1 $1.19 $5.95
Schottky Diodes & Rectifiers 20V 5A | B520C-13-F $0.92 1 $0.92 $4.60
Buck Converter IC LM25765X-3.3/NOPB $4.06 1 $4.06 $20.30
100uH Inductor 7.44374E+13 $9.43 1 $9.43 $47.15
220uF Capacitor UUD1C221MCL1GS $0.40 3 $1.20 $2.00
100nF Capacitor C1005X7R1C104K050BC $0.10 1 $0.10 $0.50
Yellow LED 150080YS75000 $0.19 1 $0.19 $0.95
GPSIC NEO-M9N-00B $27.00 1 $27.00 $135.00
U.FL Connector U.FL-R-SMT(01) $1.35 1 $1.35 $6.75
27nH Inductor LQW18AN27NG00D $0.19 1 $0.19 $0.95
10 © Resistor RT1206FRE1310RL $0.14 1 $0.14 $0.70
27 ) Resistor RR0816Q-270-D $0.13 4 $0.52 $0.65
Schottky Diode 1N5819 $0.40 1 $0.40 $2.00
Green LED 150080VS75000 $0.19 1 $0.19 $0.95
50 € Resistor RT0603BRE0750RL $0.49 1 $0.49 $2.45
Omega2S+ OM-O25P $24.12 1 $24.12 $120.60
2.5A Fuse SF-1206F250-2 $0.60 1 $0.60 $3.00
USB-C Port USB4135-GF-A $0.75 1 $0.75 $3.75
0 €2 Resistor CRCWO06030000Z0EAHP $0.15 1 $0.15 $0.75
5.1k Resistor RT0603DRE075K1L $0.13 2 $0.26 $0.65
Red LED 150080RS75000 $0.19 3 $0.57 $0.95
1k Q Resistor RT0603FRE131KL $0.10 4 $0.40 $0.50
Total NA NA NA $113.06 $541.85

Table 7: Cost Analysis
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3.1.2 Estimated Hours of Development

All of the members in this group are Computer Engineering students. According to
Grainger College of Engineering website on post graduate success, the average starting
salary for a Computer Engineering graduate is $105,352 per year [11] which equates to
$52.68 per hour.

Category Estimated Hours
Martin | Melissa | Trevor
Circuit Design 0 0 30
Board Layout and Components Check 10 20 30
Full Stack System Monitor 30 2 3
Soldering 10 15 6
Prototype And Debug 60 60 60
Documentation and Logistic 40 45 20
Total Hours 150 142 149

Table 8: Estimated Hours

Using the hourly estimates in Table |8, we compute the estimated cost for the project la-
bor:

$52.68(Hourly Rate) * 451(Total Estimated Hours) = $8306.36

3.1.3 External Materials and Resources

* Machine Shop:

As mentioned in the Physical Design section of this document, device will be
housed in a water-proof enclosure. After our conversation with the machine
shop, we are planning on purchasing existing enclosure and simply mounting
the components within it. We are currently not planning on any ports or holes
that require additional machine time, so the estimated Machine Shop time is 3
hours.

* Senior Design Lab Resources:

We are planning to utilize the soldering and testing resources in the Senior
Design Lab including a soldering iron, an oscilloscope, a Digital Multimeter,
and DC Power Supplies.
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* Development Resources:

For the routing subsystem, we purchased 2 Onion Omega2 development ex-
pansion boards for the Omega2S+. Each of these development boards cost
$15.00 [10]. These two boards will be use to develop test the connectivity and
routing of the CHARM nodes. We are also planning on using a Raspberry Pi to
test components if needed.

3.1.4 Total Estimated Cost

Category Estimated Cost
Material and Parts $629.18
Total Labor Cost $8306.36
Development Resources $30.00
Total Estimated Cost $8965.54

Table 9: Total Estimated Cost

3.2 Schedule
e Week of 9/26; Week 6

Design Document, Schematic Review /Feedback, Test and develop Omega2S+

Week of 10/3; Week 7
Test Omega2S+/Routing, Board Layout, Internal Board Review,
Order Parts/Check Parts Availability

Week of 10/10; Week 8
Order PCB Parts, Order PCB, Routing Dev, Sensor Dev

Week of 10/17; Week 9
Prototype 1, Routing Dev, Sensor Dev

Week of 10/24; Week 10
Prototype 1: PCB Parts Arrive, debug and review
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Week of 10/31; Week 11
Machine Shop, Debug, Review, Order 2nd PCB

Week of 11/7; Week 12
Prototype 2, Debug, Review, Prepare for demo

Week of 11/14; Week 13

Mock Demo, Prototype debug, review, work on Final Demo and presentation

Week of 11/21; Week 14
Fall Break

Week of 11/28; Week 15

Final Demo, debug, review, work on presentation and paper

Week of 12/5; Week 16

Final Presentation, Final Paper
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4 Ethics & Safety

4.1 Ethics

Our group acts in accordance with IEEE Code of Ethics adopted by the IEEE Board of
Directors through June 2020 [12]. We recognize that technologies have the ability to af-
fect one’s life. Thus, we hold ourselves to the highest ethical standard when working
professionally in a team which includes but is not limited to:

1. Seeking and providing truthful reviews and feedback of our technical work [12]

Within our group, we established a multi-stage review /revision process (Appendix:
for both software and hardware designs. We will follow course guidelines for
timely feedback and confirmation with Teaching Assistant and Professors. On top
of existing resources, we also reached out to personal contacts in industry and from
extracurricular experiences for design reviews.

Recently, Professor Lumetta has reached out to us and introduced us to Jack Blevins
who is a UIUC ECE Alumni with 50+ years of project experience across various
industries. Jack is an unbiased reviewer of our technical work, and has already
provided valuable insight into potential pitfalls we may run into during the course
of the project.

2. Constantly learning and acquiring new skills throughout the training and design
process [12]

All members have completed the CAD training and will be finishing all training
required by the course. We will also consult experienced individuals (Professors,
Teaching Assistants, Machine Shop Technicians, etc) if questions or uncertainties
arise during this project. This group consists of members with different areas of
expertise, including firmware, web development, Al, and robotics. By working to-
gether, we will learn from one another.

3. Treating all people with respect and kindness [12]

To ensure efficient communication, our team created a Discord server with dedi-
cated channels for subsystems, logistics, and meetings. With a shared Google Drive
folder, we make sure that documentation is accessible for all team members. GitHub
is used for software and schematic version control. These technologies allow all
members to be on the same page with respect to individual responsibilities and
overall progress.

4.2 Safety

Here, we consider the potential safety issues relevant to the users of any CHARM net-
work. These include physical safety in the handling of the hardware as well as cyber
safety.
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4.2.1 Battery Safety

Lithium-ion batteries are dangerous[13][14]. In order to minimize the risk of fire and
resultant damage to life and property, we developed a safety manual (Appendix|A) with
procedures we adhere to when handling the batteries ordered for the project.

4.2.2 User Privacy

We do not look at user network packets for any purpose outside of monitoring network
load and configuration. If this were a sold product, this would be detailed in a privacy

policy.
We recognize the insecure nature of our network. As a publicly accessible network, the
system will be vulnerable to bad actors. This is an issue that can be addressed via meet-

ings with cyber security professionals. As this is a proof of concept, this is not something
we will be addressing.

4.2.3 System Security

Our System Monitor architecture places trust in CHARM nodes to properly identify them-
selves with an API key and their node id. This trust can be abused if someone has access
to a physical node and is able to hack in and obtain the API key. We do not address this
issue in the prototyping phase.

The System Monitor is publicly accessible. A bad actor could get node locations from the
website and then steal node(s). This could be mitigated with an authentication system, as
well as user permissions that only allow them to see their nodes.
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Appendix A Battery Safety Manual

These are the processes we are following for Battery Safety. All member must:

Al

A2

Training
Read, understand, and follow ECE445 guidelines for safe battery usage[15]

Obtain additional fire safety and fire extinguisher training on top of the required lab
training

Read and understand the datasheets and restrictions for the batteries

Locate and familiarize themselves with the lab environment and all emergency and
safety equipment

Design and Prototype

Follow the ECE445 Battery Safe Practice Guide[15], with the emphasis on:

Ensuring all components selections, circuit designs, and board layout are reviewed
and validated by another member and a Teaching Assistant

Simulating the charging (and any necessary procedures) circuitry before any hard-
ware connection

Before connecting the battery for the first time, validating and testing the appropri-
ate modules and components if it’s possible

For the first time, only connecting the battery to the circuit in the senior design lab
with a Teaching Assistant present and with protective and emergency equipment
easily accessible

Ensuring that the batteries and connected components are stored in a safe place
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Appendix B Review Processes

These are the processes we are following in the design phase of our project.

B.1

1.
2.

Software
Create a branch off of master for an assigned task.
Develop the code for the feature.

(a) Write the code.

(b) Ensure proper functionality of the code via unit testing, paying special atten-
tion to any relevant edge cases.

. Create a pull request for the branch, and assign another member of the team to

review the written code.
(@) The assigned team member should checkout the relevant branch.

(b) The assigned team member should then ensure proper functionality of the code
via unit testing, paying special attention to any relevant edge case.

If the pull request is approved, merge the branch into master. Otherwise, loop
back to step 2.

Hardware

. Create a branch off of master for an assigned submodule that needs designing.

Edit the design in KiCad to include the submodule.

. Create a pull request for the branch, and assign another member of the team to

review the changes to schematic and layout files.
(@) The assigned team member should checkout the relevant branch.

(b) The assigned team member should then validate the design, checking against
suggested circuit designs in chip datasheets as well as validating the submod-
ule will meet all of its requirements.

If the pull request is approved, merge the branch into master. Otherwise, loop
back to step 2.
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