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What Problems Do 
We Solve?
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Our Solution
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Security Protocol

● The tag and reader exchange public 
keys which is their claim of their 
identification

● The two systems  communicate 
back and forth so the tag proves it 
is who it claims to be

● After the tag is verified, the reader 
grants or denies access depending 
if tag has privileges

Schnorr-Peeters Protocol
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Schnorr-Peeters Protocol
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Physical Diagram

TI MPS430
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High-Level Requirements

01 The response given by the correct tag must be accepted 
by the reader with all but negligible probability (on the 
order of being rejected ~1\% of the time).

02 A user must be authenticated in under 10 seconds.

03 An eavesdropper must not be able to impersonate a user 
(except by guessing responses).
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Block Diagram

TI MPS430
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Tag Subsystem

● The subsystem consists of:
○  power supply and management system
○  random number generator 
○ a microcontroller with msp430 chip
○  NRF24l01 chip 

● Power supply supplies power to the rest of the system and uses a 
battery so that it is portable

● Microcontroller manages the security protocol
● NRF24l01 enables communication via the air
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Random Number Generator

● Zener diode
● Avalanche Noise
● Discretize 
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RNG Results & Verification

#
#
#
#


Tag Transponder

● The  RFID  transponder  is  responsible  for  transmitting  data  to  the  reader  and  
receiving  data  from  the reader

● The NRF24l01 chip allows for the tag to broadcast messages over the air 
● The tag follows a security protocol implemented in msp430 and uses the 

random number generator to  prove that the user is who it claims to be

Requirements: The  data  sent  should  resistant  toward corruption

Verification: We  collected  1000 messages and it was a success if 99% messages 
were uncorrupted 
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Reader Subsystem

● The reader subsystem consists of NRF24l01 chip 

and a msp430 board. 

● The chip enables the reader to receive messages 

from the tag

● The msp430 verifies the tag’s identification and 

transmits this information to the web application

Requirements: It reads data from RFID 

transponder

Verification: reader  authenticates  tag and sends 

information to web app. If  web  app  displays the  

information,  then  authentication  is successful
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Function as visual aid
-

Web Application

● View all doors and users
● User can request door access
● Admin can either revoke or accept 

door access requests
● Alert if there’s successful or failed 

attempts
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Database

SQLite
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What’s Our Biggest 
Challenge?
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What’s Next?
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Thank you!


