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Introduction

* Water breaks? Phone Calls?
* Privacy and security concerns?

* Our Blanket provides a great solution to protect your personal item in
the public spaces



The Blanket

e Soft material to cover it on
any personal items

* Bluetooth module for easy
set up

* Wi-Fi for long range
monitor capability

e Battery last at least 12
hours




System Overview

* Hardware
* Charging Circuit, Voltage Regulator, Boost Converter
* MCU, Sensor Groups, LED, Buttons, Buzzer
e Bluetooth, Wi-Fi

e Software
* Android Application
* Server



System Overview
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Fig.1 Block Diagram



Power Supply

* Charging Circuit and Voltage Regulator
* Boost Converter



Charging Circuit and Voltage Regulator

e Maximum current draw 2.5A under
3.3V




Charging Circuit and Voltage Regulator

* Fast charging up to 1.25A at 4.2V
e Cut off Temperature 50°C




Charging Circuit and Voltage Regulator

* USB Type-C connection




Charging Circuit and Voltage Regulator
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Charging Circuit and Voltage Regulator
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Charging Circuit

Program the Fast Charge Current (ISET):

Riser = Kiser / lene
Kser = 890 AQ from the Electrical Characteristics table

R = 890AQ / 1.25A = 710 Q —

GND

Program the Input Current Limit (ILIM): [BREKT:

DC+)

-
RILIM - KILIM/ IIN(MAX)

Kum= 1600 AQ from the Electrical Characteristics table
Rum=1600AQ /2.5A=640Q

Program 6.25-hour Fast-Charge Safety Timer (TMR):
Ror = twmcrs/ (10 X Krwr)

Kwr= 45 s/kQ from the Electrical Characteristics table
Rwr= (6.25 hour x 3600 s/hour) / (10 x 45 s/kQ) =
46.8kQ

BQ24075TRGTR

GND




Charging Circuit

Using a 10kQ NTC thermistor in the battery pack

*Ruor=4.086kQ; 50°C threshold from NTC data I
sheet © (Vg
‘Reow= 28.16 kQ; 0°C threshold from NTC data | o I —)
sheet . W N o |2
*Veoo=0.25xVn=0.25x5V=1.25V B oo
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Voltage Regulator

Vo = Vs * (1 + R1/R2)

Vs = 1.224V Internal Reference voltage
R1 =51KQ

R2 =30.1KQ

V=33V
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Battery Discharge

Calculation:

15

Voltage v.s. Time

Initial voltage: 4.15v
Testing current: 300mA
Cutting voltage: 3.6v
Voltage after 12h: 3.72v

Time recorded when cut-off: 15h43min

Capacity = 300mA = 15.717h = 4715mAh
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Battery Charging
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Figure 2. The charging curve of a typical lithium battery
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Boost Converter

e Convert 3.3V to 5V for MCU a
Level Shifter on Bluetooth Tx
signal

* Internal PWM switch frequenc
500 kHz

* Over Temperature Protection
e Over Voltage Protection




Boost Converter
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Boost Converter
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Control Module and Sensor Group

* MCU

* LED

* Button

* Buzzer

* Sensor Group



MCU

* Operates under 5V
* Collect Sensor information at 2Hz

e Work with Bluetooth module for Wi-Fi
set up

* Push all sensor data to server through
Wi-Fi
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Sensor Group

e 4 Flex Sensor
e 2 Photo Sensor
e Central Hub




Sensor Group

e 4 Flex Sensor




Sensor Group

e 2 Photo Sensor




Sensor Group

* Central Hub
e Easy to expand




Sensor Group
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Sensor Group
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Sensor Group
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Communication Modules

e Bluetooth Module
 Wi-Fi Module



Bluetooth Module

* 3.3V Operation — -
* Fully configurable through UART i

| & Rl o Qo wor o [fid

MAC ID0006668554FD (™ - i
NI .- S o
1621CHI FCOT ©

* Lower power deep sleep mode . IR




Bluetooth Module
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Bluetooth Module
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Wi-Fi Module

* 802.11 b/g/n
* Wi-Fi Direct (P2P), soft-AP, station

* Integrated TCP/IP protocol stack
 HTTP stack on top

* Robust asynchronous 10 tunnel
* Information transmission protocol




Software

* Android application and website

 Central Server



Android Application

e Pair with the Bluetooth module to
setup Wi-Fi

* Adjust blanket sensitivity
* Monitor through webpage



Security Blanket

Android Application

e Pair with the Bluetooth module to
setup Wi-Fi

CONNECT BLANKET TO WI-FI

DISARM



Security Blanket

Android Application

CONNECT BLANKET TO WI-FI

* Adjust blanket sensitivity

DISARM



Android App“cation Welcom%:Zr:Ck);Security

To save your things in public.

* Monitor through webpage

Welcome to |IOT Secure
Blanket.

Use the Navigation bar to see
what you can do.



Android App“cation Welcom%:Zr:Ck);Security

To save your things in public.

* Monitor through webpage

Welcome to |IOT Secure
Blanket.

Use the Navigation bar to see
what you can do.



Welcome to IOT Security

Android Application Blanket

To save your things in public.

Menu —

Devices Readings Danger TimeStamp

flex! 287871 00  2018704-25
14:26:04

* Monitor through webpage o oazrmes 0 20180425
14:26:04

2018-04-25

flex3 1657431 00 .
flexd 1780018 00  2018704-25
14:26:04

photoR1 393110.5 0.0 £818-09-20
14:26:04

2018-04-25

hotoR2 4000000.00.0
photo 14:26:04



Welcome to |IOT Security

Android Application Blark ot

To save your things in public.

Menu —

Devices Readings Danger TimeStamp

2018-04-25
flex1 287871 100.0
14:25:57
* Monitor through webpage (oo 2466125 1000 2018-04-25
' ' 14:25:57
2018-04-25
flex3 16773.31 100.0
14:25:57
2018-04-25
flex4 17870.58 100.0
14:25:57
2018-04-25
photoR1 222634.9 100.0
14:25:57
2018-04-25

photoR24000000.0100.0
14:25:57



Server

* Python implementation
 Windows based
e SQLite database structure

e Potentials:

* APl requests

* Visualization
Token verification
Parameter tuning
Function enable/disable
Massive data collection
Machine learning



Cinch Module (Phased Out)
e Potential choke hazard =
* Breaks sensors
* One time usage




Future Hardware Development

e Unified PCB design
* 3D printed case
* No button operation



Future Software Development

 Push notification
e Live socket connection

* Blanket status visualization



Thank You



