
Lecture 7
Tolerance and Risk



Requirements

Problem

Verifications

Risk Analysis

Validation

Risk and Tolerance 
Analyses:

The risk of the failure of specific 
system component is dependent on 
two variables, the consequence of 
the loss and the probability that the 
loss will occur.



Tolerance Analyses

• What is a tolerance analysis?
• According to Dieter:
“ A tolerance is the permissible variation from the specified dimension”

• Why is tolerance important?
• Parts aren’t uniform (quality control), helps you understand whether those 

variations are going to be problematic.
• Helps you decide between different parts for the same job.
• Can affect your cost, reliability, quality of your design.
• With mechanical design, helps you determine fit and tolerance stackup

From Dieter and Schmidt 2013



How do we express tolerances?

• Bilateral tolerance
• Balanced bilateral
• Unbalanced bilateral

• Unilateral tolerance

• Don’t forget to specify whether bounds are inclusive

From Dieter and Schmidt 2013



Tolerance analyses on components

• We will discuss two methods:
• Extreme value analysis

• Vary components to find extreme values of circuit performance.

• Monte Carlo
• Randomly sample components and calculate expected performance.

http://robustdesignconcepts.com/files/LM117/files/Tolerance_Methods.pdf



Tolerance Analysis: Simple Example

• Consider that we want to construct a non-inverting amplifier with a 
gain of 3±0.1.

Vin Vout

R1

R2

• Let’s assume that we have a 
voltage input of 3.3V ± 0.1V.

• We know that the voltage at the 
output (assuming an ideal op 
amp) is defined as:

Vout = Vin (1 + R2/R1)



Tolerance Analysis: extreme value analysis

• Let’s say that we choose to use a 200Ω for R2 and a 100Ω for R1.  Let’s 
also assume that we use cheap 5% resistors.  

3.3V ± 0.1V
Vout

100 ± 5Ω 

200 ± 10Ω 

Let’s set up an analysis 
matrix. We will calculate the 
voltage outputs for all of the 
possible combinations of 
components.



Tolerance Analysis: extreme value analysis

3.3V ± 0.1V
Vout

100 ± 5Ω 

200 ± 10Ω 

Vin R1 (Ω) R2 (Ω) Vout Gain

3.3 95 190 9.9 3

3.3 95 210 10.59 3.21

3.3 105 190 9.27 2.81

3.3 105 210 9.9 3



Tolerance Analysis: extreme value analysis

3.3V ± 0.1V
Vout

100 ± 5Ω 

200 ± 10Ω 

Vin R1 (Ω) R2 (Ω) Vout Gain

3.3 95 190 9.9 3

3.3 95 210 10.59 3.21

3.3 105 190 9.27 2.81

3.3 105 210 9.9 3



Tolerance Analysis: adjust

3.3V ± 0.1V
Vout

100 ± 5Ω 

200 ± 10Ω 

Vin R1 (Ω) R2 (Ω) Vout Gain

3.3 99 198 9.9 3

3.3 99 202 10.03 3.04

3.3 101 198 9.77 2.96

3.3 101 202 9.9 3

Let’s repeat the analysis with 1% resistors.



Tolerance analyses on components

• What if cost is an issue? 
Low tolerance parts are often MUCH more expensive.

• What if you want to know how likely a circuit is to meet tolerance?
• What if you want to account for fact that a tolerance value does not 

specify how likely a specific value will be?
• What if the circuit is very complicated?

http://robustdesignconcepts.com/files/LM117/files/Tolerance_Methods.pdf



Monte Carlo Analysis

• In these cases, you can use a Monte Carlo analysis. 
• Set up circuit in simulator or build test circuit.
• Randomly select your components from a large potential pool.
• Analyze results statistically.

http://robustdesignconcepts.com/files/LM117/files/Tolerance_Methods.pdf



Monte Carlo Analysis

• MATLAB
• 1000 iterations
• Assume values of components 

follow a distribution.

• Here we assume uniform 
distribution.

Uniform distribution



Monte Carlo Analysis

• MATLAB
• 1000 iterations
• Assume values of components 

follow a distribution.

• What if component values follow a 
normal distribution and tolerance 
is representative of 3 * standard 
deviation?

Normal distribution



Tolerance Analysis: filter example

Example:
https://courses.engr.illinois.edu/ece445/documents/tolerance-analysis-
guide.pdf
• Large construction projects frequently generate ground vibrations, 

which result from moving heavy equipment and driving piles. 
• Our project is a tool for construction companies to monitor the level of 

vibrations which propagate off the construction site.
• We decide that the highest risk component is the anti-aliasing filter 

before A/D conversion. If aliased frequencies are allowed to pass, sensor 
may give inaccurate information (high Loss).



Tolerance Analysis: Example

There are two requirements for the filter: 
1) The flatness of the passband from 0-100 Hz must be less than 1dB.
2) It must have an attenuation of at least 3 dB for frequencies at or 

above the Nyquist frequency. 

To achieve the three requirements listed in the previous paragraph, a 10 
kΩ resistor with 1% tolerance and a 62 nF capacitor with 6% tolerance 
were chosen. The sampling rate is 400Hz. 



Tolerance Analysis: Hypothetical Example

Plot our best, exact, and 
worst case RC products.

Requirement 1
• It can be seen that the 

flatness of the passband 
from 0-100Hz is less 
than 1db.

Requirement 2
• The attenuation at 

200Hz (Nyquist 
frequency) is less than
3db. 



Tolerance Analysis: Hypothetical Example

Plot our best, exact, and 
worst case RC products.

Requirement 1
• It can be seen that the 

flatness of the passband 
from 0-100Hz is less 
than 1db.

Requirement 2
• The attenuation at 

200Hz is less than 3db. 

• Is this a failure of the component 
or the requirement?

• What should be done?



Hazard?

From Dieter and Schmidt 2013 https://en.wikipedia.org/wiki/Lightning_strike#/media/File:Lightning_stri
king_the_Eiffel_Tower_-_NOAA.jpg



What is risk?

https://engineering.purdue.edu/VRSS/sorenson_research.html

• Circumstances once thought to be 
acceptable.

• Abnormal operation not predicted at 
design.

From Dieter and Schmidt 2013



From Dieter and Schmidt 2013



What is an acceptable risk?
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3 Factors involved in acceptable risk
1. Control
2. Size of event
3. Familiarity

From Dieter and Schmidt 2013



Risk Assessment

• The riskiest component is not simply the one that has the highest 
chance to fail.

• The riskiest component is the one with the highest product of chance 
of failure multiplied by the consequence of that failure.

𝑹𝑹𝑖𝑖𝑖𝑖𝑖𝑖 = 𝑳𝑳𝑜𝑜𝑜𝑜𝑜𝑜 ∗ 𝑷𝑷(𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿)



What is loss?

• Many ways that there can be loss.
• Many ways things can be a risk.
• Many ways things can be a cost.
• There is not a single way to quantify loss, can be considered in terms of:

• dollars, 
• reputation, 
• lives, 
• identity, 
• cleanup



Quantifying Loss

• Quantifying to un-quantifiable:
• Convert everything to money.

• For example: courts have standard 
payouts for many losses.

• Work with actuaries
• The truth is, it is very difficult, try to 

simplify:
• Point scale.
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New York – workers’ compensation



Quantifying Loss

• Quantifying to un-
quantifiable:

• Convert everything to money.
• For example: courts have 

standard payouts for many 
losses.

• Work with actuaries
• The truth is, it is very difficult, 

try to simplify:
• Point scale.
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Probability of Loss

• Can be further broken down into:
• P(Occurrence), and 
• P(Detection)

• Quantification:
• statistical studies, 
• actuarial tables

• Simplify:
• Grading system, another four point scale

Period Life Table, 2013
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P(occurrence)

• How likely is this failure 
to occur?

• Example – Improperly 
installed cam on landing 
gear.

http://www.airlinesafety.com/editorials/JetBlueLAX.htm



P(detection)

• What is probability that 
anyone will notice?

• Can be acceptable under 
certain circumstances.

• Not the same as covering 
something up.

http://www.airlinesafety.com/editorials/JetBlueLAX.htm



Acceptable Risk

• Dependent on use case, big risk is acceptable in some instances:
• Treatment of late stage cancer
• Being the first to walk on the moon

• For whatever scale being used, there will be a threshold.
• If risk is below this threshold, it is acceptable.



Acceptable Risk - Regulation

• In many countries, If risk is high enough, laws are enacted to set what 
is acceptable.

• Examples of US regulatory agencies?

From Dieter and Schmidt 2013



Failure Mode and Effects Analysis (FMEA)

• Iterate through requirements and 
ask this question:

“What if we fail this 
requirement?”

http://www.riskid.nl/en/30-riskid



What if we fail this requirement?

• Failure mode - how will failure 
occur? 

• Consequences 
• What are the effects of this failure? 
• Quantified as a loss.

• Probability of occurrence
• Second part of risk score

• Will we detect this failure?
• Is this risk of failure acceptable? http://www.riskid.nl/en/30-riskid



Failure Modes

• How can this 
requirement fail?

• What happens if we 
fail this requirement?

Requirement Failure Mode Consequence(s)
of failure mode

Range must be at least 4 
miles.

Range is close to 4 miles

Range is over 4 miles

Range is far less than 4 
miles



Example: Autonomous Quadcopter for Photography

• Performance
• Must produce at least twice as much thrust as weight

• Range
• Travel range of > 4 miles
• Range must include 2 minutes of loiter time over target.
• Range must include 10% reserve for emergencies.

• Camera
• Acquires images at >= 60fps
• Resolution must exceed 3000 x 2000 pixels

• Navigation
• Must be accurate to 1m



Example: Autonomous Quadcopter for Photography

http://www.machinerylubrication.com/Read/29346/machinery-criticality-analysis



Mitigation

• If risk is greater than threshold, something must be done.

Risk Mitigation!

• Example – electric socket
• Following mitigation, risk is then rescored.
• Must get score under acceptable risk threshold before moving on.



One more complicating factor: benefits

• The benefit of what you are doing should weigh on your threshold
• Example - Food distribution
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