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Block-Ciphers

Stream/block ciphers are not encryption schemes!

Notwithstanding their names

They can be used to construct encryption schemes

Historically, they don’t have a formal security definition

In modern cryptography, a stream-cipher should be 
considered a PRG. Block-cipher could be considered a PRF.

To justify (i.e., prove security of) some constructions it is 
necessary to rely on extra structure/security properties 
in a block-cipher. For other constructions, weaker 
properties enough.
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Stream-Cipher vs.  
Block-Cipher

Stream vs. block is not the main difference!

Can easily modify a Block-cipher to produce a stream

Stream-cipher takes no input (after being initialized with a 
random key). “One-time” use.

Block-cipher takes an input (after being initialized with a 
random/hidden key)

Output remains pseudorandom as long as the key is kept 
hidden; adversary can choose the other input, multiple 
times
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Security: if using a real (long) random pad, adversary has 
no advantage in the IND-CPA experiment. If the adversary 
has a non-negligible advantage when the output of SC is 
used, then that output is not pseudorandom: this adversary 
can be used to distinguish it from random
If SC can spit out bits on demand, the message can arrive 
bit by bit,  and the length of the message doesn’t have to 
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Suppose Alice and Bob have shared a key (seed) 
for a block-cipher (PRF) BC
For each encryption, Alice will pick a fresh 
pseudorandom pad, by picking a fresh value r and 
setting  pad=BCK(r)
Bob needs to be able to generate the same pad, 
so Alice sends r (in the clear, as part of the 
ciphertext) to Bob
Even if Eve sees r, PRF security guarantees that 
BCK(r) is pseudorandom. (In fact, Eve could have 
picked r, as long as we ensure no r is reused.)
How to pick a fresh r?

Pick at random!
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Can chop the message into blocks and independently 
encrypt each block as before. Works, but ciphertext 
size is double that of the plaintext (if |r| is one-block 
long)

Extend output length of BC (w/o increasing input length)

CPA-secure SKE            
with a Block Cipher

FK

r,1

FK FK

  r,2     r,t

...

r

Output is indistinguishable from t random blocks (even though 
input to FK known/chosen)
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rOutput Feedback (OFB) mode: Extend the 
pseudorandom output using the first 
construction in the previous slide
Counter (CTR) Mode: Essentially same idea 
as in the second construction, but without 
reducing input length, and no a priori limit 
on number of blocks in a message. Security 
follows from low likelihood of (r+1,...,r+t) 
running into (r’+1,...,r’+t)
Cipher Block Chaining (CBC) mode: 
Sequential encryption. Decryption uses FK-1. 
Ciphertext an integral number of blocks.

m1 m2 mt
r

FK FK FK

⊕ ⊕ ⊕

c1 c2 ct

...

FK

r+1

FK FK

  r+2     r+t

...

Various “modes” of operation of a Block-cipher (i.e., encryption 
schemes using a block-cipher). All with one block overhead.

CPA-secure SKE            
with a Block Cipher

7



CCA Security?

8



CCA Security?
Recall: To allow for an active Eve, who can send ciphertexts 
to Bob and get them decrypted

8



CCA Security?
Recall: To allow for an active Eve, who can send ciphertexts 
to Bob and get them decrypted

Use a CPA-secure encryption scheme, but make sure Bob 
“accepts” and decrypts only ciphertexts produced by Alice

8



CCA Security?
Recall: To allow for an active Eve, who can send ciphertexts 
to Bob and get them decrypted

Use a CPA-secure encryption scheme, but make sure Bob 
“accepts” and decrypts only ciphertexts produced by Alice

i.e., Eve can’t create new ciphertexts that will be 
accepted by Bob

8



CCA Security?
Recall: To allow for an active Eve, who can send ciphertexts 
to Bob and get them decrypted

Use a CPA-secure encryption scheme, but make sure Bob 
“accepts” and decrypts only ciphertexts produced by Alice

i.e., Eve can’t create new ciphertexts that will be 
accepted by Bob

CCA secure SKE reduces to the problem of CPA secure SKE 
and (shared key) message authentication

8



CCA Security?
Recall: To allow for an active Eve, who can send ciphertexts 
to Bob and get them decrypted

Use a CPA-secure encryption scheme, but make sure Bob 
“accepts” and decrypts only ciphertexts produced by Alice

i.e., Eve can’t create new ciphertexts that will be 
accepted by Bob

CCA secure SKE reduces to the problem of CPA secure SKE 
and (shared key) message authentication

MAC: Message Authentication Code 
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Message Authentication 
Codes

A single short key shared by Alice and Bob

Can sign any (polynomial) number of 
messages

A triple (KeyGen, MAC, Verify)

Correctness: For all K from KeyGen, and all 
messages M, VerifyK(M,MACK(M))=1

Security: probability that an adversary can 
produce (M,s) s.t. VerifyK(M,s)=1 is negligible 
unless Alice had computed and output s=MACK(M) 

Mi

si = 
MACK(Mi)

(M,s)

VerK(M,s)

Advantage 
= Pr[ VerK(M,s)=1 and 
       (M,s) ∉ {(Mi,si)} ]

MACK VerK
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then can break PRF with advantage O(εMAC-2-m(k))
(where m(k) is the output length of the PRF) 
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MAC from PRF
PRF is a MAC!

MACK(M) := FK(M) where F is a PRF

VerK(M,S) := 1 iff S=FK(M)

Output length of FK should be big enough

If an adversary breaks MAC with advantage εMAC, 
then can break PRF with advantage O(εMAC-2-m(k))
(where m(k) is the output length of the PRF) 
[Exercise]

Note: if random function R, probability of 
forgery, ε*MAC = 2-m(k)

For a Single Block Message

FK
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Could use a PRF that takes longer inputs

Can we use a PRF with a fixed block-length (i.e., 
a block cipher)?

MAC’ing each block separately is not good enough

Eve can rearrange the blocks/drop some blocks
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Multiple-Block Messages
A simple solution: “tie the blocks together”

Add to each block a random string r (same r for all blocks), 
total number of blocks, and a sequence number

Bi = (r, t, i, Mi)

MAC(M) = (r, (MAC(Bi))i=1..t)

r prevents mixing blocks from two messages, t prevents 
dropping blocks and i prevents rearranging

Inefficient! Tag length increases with message length
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CBC-MAC
PRF domain extension: Chaining the blocks

cf. CBC mode for encryption (which                        
is not a MAC!)

t-block messages, a single block tag

Can be shown to be secure

If restricted to t-block messages

Else attacks possible (by extending a previously 
signed message)

(More on MAC constructions later)

m1 m2 mt
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CPA secure encryption: Block-cipher/CTR mode construction

MAC: Block-Cipher/CBC-MAC construction

Where Block-Cipher is (nowadays) AES

Considered secure against current cryptanalytic 
techniques (though cryptanalysis often considers      
key-recovery, rather than breaking pseudorandomness)

Less efficient constructions based on any One-Way Function

So far “Mini-crypt”: cryptographically “simple” tasks
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