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Initial “Killer apps”
Cloud virtualization

•
•

Create separate virtual networks for tenants
Allow flexible placement and movement of VMs

WAN traffic engineering

•
•

Drive utilization to near 100% when possible
Protect critical traffic from congestion

Key characteristics of the above

•
•

Special-purpose deployments with less diverse hardware
Existing solutions aren’t just annoying, they don’t work!

How large online services work

How large online services work

The Internet

Why multiple data centers?
Data availability
Load balancing
Latency
Local data laws
Hybrid public-private operation

Inter-data center traﬃc is significant
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with client-triggered traffic is critical to effective operations
and management of multiple data centers. For instance, such
understanding can help in deciding what and how services
should be deployed across multiple data centers, what caching
and load-balancing strategies [3], [4] should be employed,
and how to manage the traffic in the wide-area network
backbone connecting the data centers to optimize performance
and minimize operational costs [3], [4].
In this paper we present a first study of inter-data center
(D2D) traffic characteristics using the anonymized NetFlow
datasets collected at the border routers of five major Yahoo!
data centers. Our contributions are multi-fold. First, we develop novel heuristics to infer the Yahoo! IP addresses that are
involved in data center-client (D2C) traffic and localize their
locations from the anonymized NetFlow datasets. Based on
several key observations regarding traffic directions and router
interfaces, we develop an effective methodology to extract and
separate inter-data (D2D) traffic from data center-client (D2C)
traffic, and analyze the characteristics of both D2D and D2C
traffic and their correlations. Our analysis reveals that Yahoo!
organizes data centers in a hierarchical way. In “satellite”
I. I NTRODUCTION
data centers, D2D traffic is strongly correlated with the client
Recent years have seen unprecedented growth in the data traffic. In “backbone” data centers, we classify D2D traffic into
center driven technologies and services. Various organizations two categories: i) client-triggered D2D traffic, i.e., D2D traffic
are now
computing to “cloud-based”
infrastruc-Yahoo!
triggered by
the front-end
“customer-facing”
such as
Fig.sourcing
1. theirOverview
of five major
data
centers
and theirservices
network
tures. Therefore, large scale data centers and associated cloud web search, email, online chat, gaming, video, and so forth;
connectivity.
services
are developed and deployed by various organizations ii) background D2D traffic, i.e., D2D traffic due to internal
and service providers to store massive amounts of data, and tasks such as routine background computation (e.g., search inenable “anywhere, anytime” data access as well as compu- dexing), periodic data back-up, and so forth. Using novel port

Abstract—Effectively managing multiple data centers and their
traffic dynamics pose many challenges to their operators, as little
is known about the characteristics of inter-data center (D2D)
traffic. In this paper we present a first study of D2D traffic
characteristics using the anonymized NetFlow datasets collected
at the border routers of five major Yahoo! data centers. Our
contributions are mainly two-fold: i) we develop novel heuristics
to infer the Yahoo! IP addresses and localize their locations from
the anonymized NetFlow datasets, and ii) we study and analyze
both D2D and client traffic characteristics and the correlations
between these two types of traffic. Our study reveals that
Yahoo! uses a hierarchical way of deploying data centers, with
several satellite data centers distributed in other countries and
backbone data centers distributed in US locations. For Yahoo!
US data centers, we separate the client-triggered D2D traffic and
background D2D traffic from the aggregate D2D traffic using
port based correlation, and study their respective characteristics.
Our findings shed light on the interplay of multiple data centers
and their traffic dynamics within a large content provider, and
provide insights to data center designers and operators as well
as researchers.
Index Terms—Content provider, Inter-data center, NetFlow,
Anonymization
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the extent of server-to-server Web traffic carried over the public
Internet. We refer to the former class of traffic as front-office Infront-ofﬁce trafﬁc
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ternet Web traffic and the latter as back-office Internet Web traffic
(or just front-office and back-office traffic, for short). Back-office
traffic, which may or may not be triggered by end-user activity, is
Figure 1: Front- vs. back-office Internet Web traffic.
essential for today’s Web as it supports a number of popular but
complex Web services including large-scale content delivery, soare often supported by advertisements, which are also delivered via
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Indeed, the HTTP protocol provides a common interface that many
In contrast to back-office traffic, front-office traffic has long been
popular Internet applications rely on, including video, social netstudied, e.g., [8, 14, 17, 26, 27, 45, 47]. While there is some related
working, e-commerce, and software delivery. These applications
work on Machine-to-Machine traffic in specific environments, e.g.,
in cellular networks [52] and within data centers [12, 13, 34], we
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are not aware of studies of back-office Web traffic on the public
classroom use is granted without fee provided that copies are not made or distributed
Internet. Liang et al. studied security-related aspects arising from
for profit or commercial advantage and that copies bear this notice and the full citaCDN back-end communication [44] and for some specific other
tion on the first page. Copyrights for components of this work owned by others than
ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or reservices, e.g., DNS, Gao et al. have characterized the correspondpublish, to post on servers or to redistribute to lists, requires prior specific permission
ing Machine-to-Machine traffic [31].
and/or a fee. Request permissions from permissions@acm.org.
The reason why previous work has focused mainly on frontIMC ’14, November 5–7, 2014, Vancouver, BC, Canada.
office traffic is that end-user Quality of Experience (QoE) can be
Copyright 2014 ACM 978-1-4503-3213-2/14/11 ...$15.00.
analyzed by observing front-office traffic, but back-office traffic is
http://dx.doi.org/10.1145/2663716.2663756.
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Figure 2: Back-office Web Traffic: typical HTTP requests made by Web proxies, CDNs, ad-exchanges, and crawlers.

“Back office” web traffic:
server-to-server rather than
directly communicating with user

overlays to improve end-to-end performance and for task sharing
between front-end and back-end servers are deployed by today’s
CDNs [43, 54, 28, 40, 21].
(c) Ad Exchanges – Auctioneers
and Bidders: As shown in
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IXPs: Packet-sampled traces collected at two Internet eXchange
Points (IXPs), which allow us to study back-office traffic
in an inter-domain environment, as exchanged between hundreds of networks [6].
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are often supported by advertisements, which are also delivered via
HTTP.
Although an end user typically views a Web page as a unit, recent studies [17, 36] demonstrate that a single Web page often contains links to objects that are delivered by a large and diverse set
of servers. For example, the creation of a single Web page may involve several Web companies as, e.g., parts of the Web page may be
under the control of a content provider, a Web advertiser, a video
streamer, a search engine, and/or a social network. Furthermore,
even fetching an individual part of a Web page may involve many
parties. For example, when an end user requests Web content,
the delivery involves not only the servers that receive HTTP requests from the end user’s browser, but also a whole service ecosystem consisting of proxies, content delivery networks (CDNs), adsellers, ad-bidders, back-end servers or databases, crawler bots, etc.
Thus, “there is more to content delivery than is visible to the
eye,” and, consequently, this paper explores the distinction between
front-office and back-office Web traffic. The first refers to the traffic involving end users directly. The second refers to Web traffic
exchanged between machines (e.g., the front-office servers and any
other server which is part of the Web service ecosystem). Figure 1
depicts this distinction. Note that not all back-office Web traffic
travels over the public Internet. Some is carried over private backbones or within data centers. In this paper, we focus on back-office
Web traffic on the public Internet. For short, we henceforth use the
term “front-office traffic” to refer to front-office Web traffic carried
on the public Internet and similarly for “back-office traffic.”
In contrast to back-office traffic, front-office traffic has long been
studied, e.g., [8, 14, 17, 26, 27, 45, 47]. While there is some related
work on Machine-to-Machine traffic in specific environments, e.g.,
in cellular networks [52] and within data centers [12, 13, 34], we
are not aware of studies of back-office Web traffic on the public
Internet. Liang et al. studied security-related aspects arising from
CDN back-end communication [44] and for some specific other
services, e.g., DNS, Gao et al. have characterized the corresponding Machine-to-Machine traffic [31].
The reason why previous work has focused mainly on frontoffice traffic is that end-user Quality of Experience (QoE) can be
analyzed by observing front-office traffic, but back-office traffic is
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overlays to improve end-to-end performance and for task sharing
between front-end and back-end servers are deployed by today’s
CDNs [43, 54, 28, 40, 21].
(c) Ad Exchanges – Auctioneers and Bidders: As shown in
Figure 2(c), advertisement exchanges consist of (i) publishers that
sell advertisement space (ad space) on their Web pages, as well as
(ii) advertisers that buy ad space on these Web pages. An exchange
acts as a common platform to bring publishers and advertisers together. The matching between offered ad space on a Web site and
interested advertisers is often performed using real-time bidding
(RTB). Once an end user visits a Web page where ad space is available, the ad exchange auctioneer contacts the potential advertisers
(i.e., the bidders), and provides information about the visitor to start
a bidding process among the interested parties [10, 59, 55, 9].1 A
number of sophisticated tools together with visitor information suppliers optimize the bidding process for both the advertisers and the
publishers. Hence, if RTB is used to place ads on a website, the
visit of a Web page by an end user may trigger a large number of
requests in the background. The final advertisement content is typically delivered via CDNs [9]. We note that today’s Web advertisement ecosystem is complex and may involve many different types
of back-office traffic, caused by a variety of different actors. In
this paper, we solely focus on RTB-related activity, i.e., back-office
traffic as a result of auctioneers interacting with bidders.
(d) Crawlers: Web crawlers continuously index the Web. To optimize crawling, each crawl bot is typically responsible for indexing
a small part of the Web [11]. Indexing involves requesting the Web
page as well as following embedded links [38, 16]. Web crawlers
typically issue an order of magnitude more Web queries than regular end users. Best practices among the major search engines ensure that crawlers have appropriate reverse DNS entries along with
well-specified user agents in order to avoid being blocked by Web
sites.
Hereafter, we refer to back-office Web traffic as all Web traffic that is not exchanged between end users and servers. This includes traffic exchanged between intermediaries and Web servers
(e.g., traffic between a CDN front-end server and a back-end server
or between a Web proxy and a Web server), as well as traffic exchanged between automated hosts such as crawlers or auctioneers
and any other Web server.
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IXPs: Packet-sampled traces collected at two Internet eXchange
Points (IXPs), which allow us to study back-office traffic
in an inter-domain environment, as exchanged between hundreds of networks [6].
ISP: Anonymized packet-sampled traces collected from two transatlantic links from a Tier-1 ISP, providing a view of back-office
traffic on long-distance links.
Access network: Anonymized packet dumps collected in a residential network of a Tier-1 ISP, revealing front-office traffic
between end users and servers.
CDN: Web server logs from multiple servers in different locations
within a large commercial CDN. These logs give us an inside
view of back-office traffic created by a CDN.
Active measurements: Probes of IP addresses and DNS reverse
lookups to identify Web servers.
This diverse set of traces allows us to study back-office traffic
in a variety of locations, including between domains, on backbone
links, and within a CDN. Table 1 summarizes the properties of our
data sets.
The IXP traces are collected from the public switching infrastructure at two European IXPs. This includes a large IXP (L-IXP)
with around 500 members and a medium-sized IXP (M-IXP) with
around 100 members. Among the member ASes there are many
CDNs, Web hosting services, cloud providers, and large commercial Web sites. We collect sFlow records [51] with a 1 out of 16K
sampling rate. sFlow captures the first 128 bytes of each sampled
Ethernet frame, providing us access to full network- and transportlayer headers and some initial bytes of the payload, allowing for
deep packet inspection (DPI).
The ISP traces are collected from two transatlantic links on the
backbone of a large European Tier-1 ISP. These links carry mainly
transit traffic. We collect anonymized packet traces with a random
packet sampling rate of 1 out of 1K. We also collect unsampled
anonymized packet dumps in a residential network with about 20K
end users of the same ISP.
The logs from the large commercial CDN encompass the activity of all servers at one hosting location in each of five large cities.
Each log entry contains TCP summary statistics including endpoint
IPs, number of bytes transferred, and initial TCP handshake roundtrip latency. In addition, we received a complete list of all IP ad-
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ABSTRACT
Although traffic between Web servers and Web browsers is readily apparent to many knowledgeable end users, fewer are aware of
the extent of server-to-server Web traffic carried over the public
Internet. We refer to the former class of traffic as front-office Internet Web traffic and the latter as back-office Internet Web traffic
(or just front-office and back-office traffic, for short). Back-office
traffic, which may or may not be triggered by end-user activity, is
essential for today’s Web as it supports a number of popular but
complex Web services including large-scale content delivery, social networking, indexing, searching, advertising, and proxy services. This paper takes a first look at back-office traffic, measuring
it from various vantage points, including from within ISPs, IXPs,
and CDNs. We describe techniques for identifying back-office traffic based on the roles that this traffic plays in the Web ecosystem.
Our measurements show that back-office traffic accounts for a significant fraction not only of core Internet traffic, but also of Web
transactions in the terms of requests and responses. Finally, we discuss the implications and opportunities that the presence of backoffice traffic presents for the evolution of the Internet ecosystem.
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Google’s WAN (2011)
“B4: Experience with a Globally-Deployed Software
Defined WAN”
Jain et al., ACM SIGCOMM 2013
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ACM SIGCOMM, 2013
Achieving High Utilization with Software-Driven WAN

Link-state protocol

Chi-Yao Hong (UIUC) Srikanth Kandula Ratul Mahajan Ming Zhang
Vijay Gill Mohan Nanduri Roger Wattenhofer (ETH)

(b)
(a)

Microsoft
Abstract— We present SWAN, a system that boosts the
utilization of inter-datacenter networks by centrally controlling when and how much traffic each service sends and frequently re-configuring the network’s data plane to match
current traffic demand. But done simplistically, these reconfigurations can also cause severe, transient congestion
because di↵erent switches may apply updates at di↵erent
times. We develop a novel technique that leverages a small
amount of scratch capacity on links to apply updates in a
provably congestion-free manner, without making any assumptions about the order and timing of updates at individual switches. Further, to scale to large networks in the face
of limited forwarding table capacity, SWAN greedily selects
a small set of entries that can best satisfy current demand.
It updates this set without disrupting traffic by leveraging a
small amount of scratch capacity in forwarding tables. Experiments using a testbed prototype and data-driven simulations of two production networks show that SWAN carries
60% more traffic than the current practice.

Also flood available

Fulfill tunnel provisioning

in some cases, services send traffic whenever they want and
however much they want. As a result, the network cycles
through periods of peaks and troughs. Since it must be provisioned for peak usage to avoid congestion, the network is
under-subscribed on average. Observe that network usage
does not have to be this way if we can exploit the characteristics of inter-DC traffic. Some inter-DC services are
delay-tolerant. We can tamp the cyclical behavior if such
traffic is sent when the demand from other traffic is low.
This coordination will boost average utilization and enable
the network to either carry more traffic with the same capacity or use less capacity to carry the same traffic.1
Another culprit behind poor efficiency is the distributed
resource allocation model of today, typically implemented
using MPLS TE (Multiprotocol Label Switching Traffic Engineering) [4, 24]. In this model, no entity has a global view
and ingress routers greedily select paths for their traffic. As
a result, the network can get stuck in locally optimal routing
patterns that are globally suboptimal [27].
We present SWAN (Software-driven WAN), a system that
enables inter-DC WANs to carry significantly more traffic.
By itself, carrying more traffic is straightforward—we can let
loose bandwidth-hungry services. SWAN achieves high efficiency while meeting policy goals such as preferential treatment for higher-priority services and fairness among similar
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Figure 1: Illustration of poor utilization.
(a) Daily traffic

Utilization

Time
pattern on a busy link in a production inter-DC WAN.
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Problem 2:

inflexible sharing

2x the bandwidth!

B4 key design decisions
[Jain et al., SIGCOMM 2013]
Separate hardware from software
B4 routers custom-built from merchant silicon
Drive links to 100% utilization
Centralized traffic engineering

Google’s B4
“B4: Experience with a Globally-Deployed Software
Defined WAN”
Jain et al., ACM SIGCOMM 2013

circa 2011
Figure �: B� worldwide deployment (����).
not a panacea; we summarize our experience with a large-scale B�
outage, pointing to challenges in both SDN and large-scale network
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Google’s B4: view at one site

From “Jupiter Rising: A Decade of Clos Topologies and Centralized
Control in Google’s Datacenter Network”, Singh et al., ACM
SIGCOMM’15

Data center
Figure 10:network

Cluster
border
routers

Reducing deployment complexity by bundling
cables. Stages 1, 2 and 3 in the fabric are labeled S1, S2 and
S3, respectively.
# Individual cables
# S2-S3 bundles (16-way)
Normalized cost of fiber/m in 16-way bundle
# S2-ToR bundles (8-way)
Normalized cost of fiber/m in 8-way bundle
# Total cable bundles
Normalized cost of fiber/m with bundling
(capex + opex)

iBGP / IS-IS to
other sites

WAN routers
eBGP

eBGP

15872
512
55%
960
60%
1472
57%

Quagga

Table 3: Benefits of cable bundling in Watchtower.

chassis along with its internal topology and cabling.
Watchtower consists of eight line cards, each with three
switch chips. Two chips on each linecard have half their
ports externally facing, for a total of 16x10GE SFP+
ports. All three chips also connect to a backplane for

OpenFlow
Controller

iBGP / IS-IS to
other sites
TE server

Google’s B4: Traﬃc engineering

TE server

Vs. Semi-Distributed TE
What aspects of B4 would have been difficult with
MPLS-based TE such as TeXCP?

What aspects of B4 are similar to TeXCP?

Small group discussion

1 How does B4 scale?
•

Subsecond centralized scheduling of more traffic than
Google’s public WAN serves!

2 What does B4 assume about network’s traffic?
•
•

In what environments would these assumptions be
violated?
In what other environments would they be valid?

How does B4 scale?

utilization

Many applications willing to trade higher average bandwidth for predictability.
bandwidth consumers adapt dynamically to available bandwidth.
Use multipath forwarding to balance application demands across available capac
sponse to failures and changing application demands.
Leverage application classi�cation and priority for scheduling in cooperation with
limiting.
Tra�c engineering with traditional distributed routing protocols (e.g. link-state)
to be sub-optimal [��, ��] except in special cases [��].
Faster, deterministic global convergence for failures.
Customize routing and monitoring protocols to B� requirements.
Rapid iteration on so�ware protocols.
Easier to protect against common case so�ware failures through external replicati
Agnostic to range of hardware deployments exporting the same programming inte

How does B4 scale?
Centralized tra�c
engineering

Hierarchy

•

Separate hardware
from so�ware

Not a simple contoller-toswitch design!

Table �: Summary of design decisions in B�.

Figure �: B� architecture overview.
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Hierarchy

•

Not a simple contoller-toswitch design!
Figure �: B� architecture overview.

stance of Paxos [�] elects one of multiple available so�ware replicas
(placed on di�erent physical servers) as the primary instance.
�e global layer consists of logically centralized applications (e.g.
an SDN Gateway and a central TE server) that enable the central
control of the entire network via the site-level NCAs. �e SDN Gateway abstracts details of OpenFlow and switch hardware from the
central TE server. We replicate global layer applications across multiple WAN sites with separate leader election to set the primary.
Each server cluster in our network is a logical “Autonomous System” (AS) with a set of IP pre�xes. Each cluster contains a set of BGP
routers (not shown in Fig. �) that peer with B� switches at each WAN
site. Even before introducing SDN, we ran B� as a single AS providing transit among clusters running traditional BGP/ISIS network
protocols. We chose BGP because of its isolation properties between
domains and operator familiarity with the protocol. �e SDN-based
B� then had to support existing distributed routing protocols, both
for interoperability with our non-SDN WAN implementation, and
to enable a gradual rollout.
We considered a number of options for integrating existing routing protocols with centralized tra�c engineering. In an aggressive
approach, we would have built one integrated, centralized service
combining routing (e.g., ISIS functionality) and tra�c engineering.
We instead chose to deploy routing and tra�c engineering as independent services, with the standard routing service deployed initially and central TE subsequently deployed as an overlay. �is sep-
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Easier to protect against common case so�ware failures through external r
Agnostic to range of hardware deployments exporting the same programm
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Aggregation

•
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switch bu�ers, hashing imperfections and inherent tra�c burstiness. Our low priority tra�c tolerates loss by throttling transmission rate to available capacity at the application level.

What assumptions about traﬃc?
Design makes what assumption about traffic to
approach 100% utilization on some links?

•
•

High priority traffic is in the minority
Elastic traffic is the majority (backups, offline data
(a)
analytics, ...)

(b)

What assumptions about traﬃc?
Design makes what assumption about traffic to
approach 100% utilization on some links?

•
•

High priority traffic is in the minority
Elastic traffic is the majority (backups, offline data
analytics, ...)

When would that assumption be violated?

•

Google’s user-facing wide area network

