Program Verification Mechanics

Reduction of program verification to logic;

Three programs: Linear Search, Binary Search, Bubble
Sort exhibiting loops, nested loops and recursion;

Basic paths; weakest precondition; verification conditions;
termination using ranking functions to well-founded orderings

A decidable theory of arrays



Gpre 0 < £ A u<|aq|
@Qpost v « F.£<i<u A aff]=e
bool LinearSearch(int|| @, int £, int u, int e) {
for @ T
(int2:=¢ i<u; 1:=1+1){
if (a[i] = e) return true;

}

return false;

}

Fig. 5.6. LinearSearch with function specification
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Qpre 0 < € A u < |a| A sorted(a,?,u)
@Qpost rv « Ji. b<i<u A alt] = e
bool BinarySearch(int[| a, int #, int u, int e) {
if (£ > u) return false;
else {
int m := (£ + u) div 2;
if (a[m| = e) return true;
else if (a[m] < e) return BinarySearch(a,m + 1, u,e);
else return BinarySearch(a,f.m — 1, e);

}

}

Fig. 5.8. BinarySearch with function specification
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Qpre T
@post sorted(rv,0, |rv| — 1)
int|| BubbleSort(int|] ag) {
int|| a := ao;
for @ T
(inti:=|a|—-1; 1 >0; i:=1—1) {
for @ T
(int j:=0; 5 <; 5:=7+1){
if (alj] > a[j +1]) {
int £ = a[j];
afj] == a[j +1;
alj + 1] := ¢;
}
}
}

return a;

}

Fig. 5.9. BubbleSort with function specification



Qpre T
@Qpost T
bool LinearSearch(int[| @, int £, int u, int e) {|
for @ T
(int2:=¢ 1 <u; t:=121+1){
@0<z<|al;
if (a[?] = e) return true;
}

return false:

}

Fig. 5.11. LinearSearch with runtime assertions
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Gpre T

@post T

bool BinarySearch(int|] @, int /¢, int u, int e) {
if (€ > u) return false;

else {
@2+ 0;
int m := (£ 4 u) div 2;
Q@0<m<]|al;
if (a[-r_rzrz e) return true;
else |
@0<m<laf;

if (a[m] < e) return BinarySearch(a,m + 1, u, e);
else return BinarySearch(a,{,m — 1,e);
}

}
}

Fig. 5.12. BinarySearch with runtime assertions



Qpre T

@post T

int[] BubbleSort(int[] ao) {
int[| a := ao;

for@ T
(inti:=|a|—1; 1 >0; i :=1—1) {
for @ T
(int j:=0; j <i4; j:=j+1){
@0<j<|al;
c]O<_7-l-l<|a|

£ (alj] >alj +1]) {
@0<j<|af;
int t := alj);
@0<j<lal;
@0<j+1<|al;
a[j] := alj + 1J;
@0<j+1<]af;
alj +1] :=t;
}
}
}

return a;

}

Fig. 5.13. BubbleSort with runtime assertions
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Gpre 0 < ? A u < |a|
@Qpost v « F.£<i<u A aff]=e

for

(inti:=¢6 i<u;i:=1+1) {

|if (a[?] = e) return true;

}u

return false;

}

bool LinearSearch(int[| a, int £, int u./zlt e) {
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Fig. 5.15. LinearSearch with loop invariants @L : 15‘ N Vj.(léjﬂ = G\GHQ
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for loops vs while loops
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Basic paths

A basic path is a sequence of instructions that begins
at the function precondition or a loop invariant and
ends at a loop invariant, an assertion, or

the function postcondition.

Basic paths do not contain loops or conditionals,
but use assume statements

assume semantics: Pals?
when the program sees an assume ¢,
execution halts if ¢ does not hold,
and execution continues if ¢ holds



'iC}f'pre T P"{

@post sorted(rv,0,|rv| — 1)
int[| BubbleSort(int[] ag) {

int|| a := ao; Owke {w l‘i?‘ @ L)

for @ T
(intz:=la|—1; 1 >0; i :=1—1) {
for @ T J {‘d{ ‘w\) @ (L
(int j:=0; 7 <1; J:=3+4+1){ 0 I

if (alj] > alj +1]) { .
int t := alj|; \(:
alj] = alj + 1}
\ a[;' + 1] :i - \
} é/Lz

} | PoA o “P L]

Fig. 5.9. BubbleSort with function specification



}

Qpre T
@post sorted(rv,0, [rv| — 1)
int[] BubbleSort(int[] ao) { .
int|| a := ao; ‘1
for“ ’ M}\M(, 0\’ l)))k'l)
-1<12<|al
@Ly : | A partitioned(a,0,1,i+ 1, |a| — 1)
A sorted(a,t,|a| — 1)

(inti:=|a|—-1; 1 >0; i:=1—1){ ] VY,S
for
[1<i<|a] AO<Lj<i | (.\4({‘) A K{S{X

@Lo: | N partitioned(a,0,i,7 + 1, |a| — 1)
—2"| A partitioned(a,0,j — 1,7, j)

m—

| A sorted(a, i, |a| — 1) | -—7 a{(} £ O\Qy
(int j:=0; <t; J:=73+1){ -

if (a[j] > a[j +1]) {

int t := a[j];

afj] := alj + 1J; U
alj +1)] :=t;




Adding assertions that check pre-conditions for method calls

@P“] L, o ALt b A0w)#e ; awme (aTw) <e)

Wt e\, &> T WHEL<u Aali]-e;rv:=V, |Ops
Qpre 0 < ¢ A u< |a| N sorted(a,l,u)

@post v « Fi. £<i<u A ali] =e

bool BinarySearch(int[| a, int ¢, int u, int e) {

if (¢ > u) return false;

else { @Q 0< Mt N uw<lal
int m = (£ + u) div 2; 7 A Sotted (a W, “)
if (a[m] = e) return true;

else if (a[m] <e éturn BinarySearch(a m+ 1, u, e);
else eturn BlnarySearch(a {,m—1,e);

y @R7: 0S4 A wwn-i<fa] a goted (4,4, m-)

Fig. 5.8. BinarySearch with function specification
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@Qpre 0 < ¢ A u < |a|] A sorted(a,l,u)
@Qpost v < Fi. £<i<u A ali]=e¢
bool BinarySearch(int[] @, int ¢, int u, int e) { @Pf‘f
if (¢ > u) return false;
else {
int m = ({ + u) div 2;

if (a[m] = €) return true;
else if (a[m] <e) { FK\ 1@

QRy: 0<m+1 A u<|a| A sorted(a,m+ 1,u);
return BinarySearch(a,m + 1, u, e);
} else {

@QRy: 0<¢ AN m—1<|a|] A sorted(a,l,m —1);
return BinarySearch(a,f{,m — 1, ¢);

}
}
}

Fig. 5.20. BinarySearch with function call assertions
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