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In fact, Eve might influence the    
choice of the message
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Includes the operating systems and 
other programs run by the participants, 
as well as other parties, if in a network
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Defining Security

Eve shouldn’t be able to produce any 
“bad effects” in any environment

Effects in the environment: modeled 
as a bit in the environment (called 
the output bit)

What is bad? 

Anything that Eve couldn’t have 
caused if an “ideal channel” was 
used
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Ready to go...
REAL/IDEAL (a.k.a simulation-based) security forms the 
basic template for a large variety of security definitions

We will see three definitions of encryption

Security of “one-time encryption”

Security of (muti-message) encryption

Security against “active attacks”

Will also see alternate (but essentially equivalent) security 
definitions
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Shared-key (Private-key) Encryption

Key Generation: Randomized

K ← K , uniformly randomly drawn from the key-space 
(or according to a key-distribution)

Encryption: Deterministic

Enc: M ×K →C

Decryption: Deterministic

Dec: C ×K → M 

The Syntax
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E.g. One-time pad: M = K = C  = {0,1}n and      
Enc(m,K) = m⊕K, Dec(c,K) = c⊕K
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and Enc(m,K) = m+K, Dec(c,K) = c-K
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within the programs of the scheme (KeyGen, Enc, Dec)

If key is used for anything else (i.e., leaked to the 
environment) no more guarantees

In REAL, Eve only sees the ciphertext from Alice to Bob

In particular no timing attacks

Message space is finite and known to Eve (and Eve’)

Alternately, if message length is variable, it is given out to 
Eve’ in IDEAL as well

Also, Eve’ allowed to learn when a message is sent
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Shared-key (Private-key) Encryption

Key Generation: Randomized

K ← K , uniformly randomly drawn from the key-space 
(or according to a key-distribution)

Encryption: Randomized
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of what is involved in satisfying it. Could be “too strong”

Best of both worlds when they are equivalent:                  
use IND- definition while say proving security of a construction;        
use SIM- definition when low-level details are not important
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